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1. INTRODUCTION 
The purpose of this manual is to simplify the explanation of Nlets message keys in a non-technical 
manner. For technical information on Nlets message keys, consult the Nlets User Guide (WIKI), 
which can be found on the Nlets website (helpdesk@nlets.org).  
All issues regarding the accuracy and/or completeness of the document shall be sent to 
(helpdesk@nlets.org). 
 
This manual is laid out in sections based on the message key. Each section provides an overview of 
the message key (i.e., what the message key is used for, where the information comes from, etc.) 
and, where appropriate, examples of the transactions are provided at the end of each section. 

1.1. Background 

Nlets serves the law enforcement agencies of each of the 50 states, the District of Columbia, 

Puerto Rico, U.S. Virgin Islands, Guam, Canadian Police Information Center (CPIC), Interpol, 

along with 25 Federal law enforcement agencies. Nlets is incorporated under the laws of the 

State of Delaware and is a non-profit corporation whose purpose is to provide interstate 

communication to law enforcement, criminal justice, and other agencies involved in 

enforcement of federal, state and local laws. 

Organizationally, Nlets is comprised of eight regions. Each region represents six or seven states 

and several federal agencies that are grouped together to represent a regional community of 

interest. 

The chief executive officer of each Nlets System Agency (NSA) for a state or other member 

agency appoints an individual to provide representation in the Nlets organization. The state 

representatives of each region elect a Chairman and a Vice-Chairman each year.  These 

Chairmen of each region make up the Nlets Board of Directors 

The Board of Directors meets three times a year to conduct the organization’s business. All 

policy decisions are made by the Board of Directors. The policy decisions range from how the 

system is to be operated to how the corporation’s general business will be handled. 

The Nlets state representatives elect a President, First Vice-President, and Second Vice-

President each year for a two year term. The President serves as Chairman of the Board at all 

Board and Council meetings. 

The Board of Directors appoints an Executive Director who is responsible for conducting the 

organizations day-to-day business and to see that the Board’s decisions on system operational 

and administrative matters are carried out. 

1.2. Financial 

Nlets is a 501(c) (3) not for profit organization that is solely funded by fees for services. 

mailto:helpdesk@nlets.org
mailto:helpdesk@nlets.org
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1.3. Nlets Contacts 

Should agencies require information of an operational nature, they may call the Nlets Help Desk 

at 800-528-4020. Additionally, an administrative message may be directed to the Nlets terminal 

using ORI: AZNLETS20. This helpdesk terminal is located within the Nlets Control Center. 

Agencies needing information on system and/or network problems may direct requests to the 

Nlets Help Desk at helpdesk@nlets.org. 

1.4. Description of Nlets 

Nlets’ sole purpose is to provide for the interstate and/or interagency exchange of criminal 

justice, public safety, and related information. 

The mission of Nlets is to provide, within a secure environment, an international justice 

communications capability and information services that will benefit, to the highest degree, the 

safety, security, and preservation of human life and the protection of property. Nlets will assist 

those national and international government agencies and other organizations with similar 

missions that enforce or aid in enforcing local, state, or international laws or ordinances. 

Nlets is a secure network and system linking local, state, federal, and international agencies 

together to provide the capability to exchange criminal justice and public safety related 

information. Nlets links Nlets System Agencies together. Using an international standardized 

format, a local agency may transmit and receive data from any other agency in a matter of 

seconds. 

A log of all transactions is kept to provide system statistical reports and management 

information. The Nlets system can receive, store, and forward message traffic from and to all, its 

user agencies. Administrative message traffic on the system includes all types of free form 

criminal justice related data from one point to one or more points. In addition, Nlets supports 

inquiry into state motor vehicle, driver’s license, criminal history, and other state, federal, and 

international databases. 

1.5. Control Terminal 
Each Nlets member must designate an agency as the Nlets System Agency (NSA). This 

designated agency is responsible for maintaining operational surveillance over the state end of 

the line and for providing distribution services in and out of the Nlets network. The NSA is 

responsible for all Nlets communication that generates from within their network.  The NSA is 

normally addressed by using the two-character state code. 

Traffic is directed automatically to the destination ORI(s) on the state network. The NSA is 

responsible for the expeditious delivery of messages to the designated destination ORI. An 

exception to this rule is the distribution of statewide broadcast messages. 

Furthermore, no information delivered from Nlets is to be used for any purpose other than that 

for which it was originally requested. Exceptions to this rule allow 

mailto:helpdesk@nlets.org
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 The review of message traffic for quality control 

 The usage of traffic for statistical analysis purposes 
 

1.6. Message Retention 
Nlets receives, stores, and forwards messages. In the event that a destination is able to receive, 

messages are sent immediately. If the destination is unavailable, the sender is notified and Nlets 

will forward the message(s) when service is restored. In some circumstances, Nlets may return a 

notice to the requesting agency, indicating they should try again later. In those events, Nlets 

does not store and forward the original message. 

1.7. Automated Interface with State Network 

All states interface with Nlets via a computer-to-computer interface. This allows states to use 

varied formats, depending upon the state requirements and the particular terminal and 

computer network within that state. Many of the specific operations of Nlets will be transparent 

to local users in the states. Differences in formats and types of terminals will be resolved in the 

state computer program that supports the Nlets interface. 

1.8. Nlets Users and Uses 

The success of the system depends upon enforcing Nlets control policies of who uses the 

network and for what authorized purposes. Although Nlets is responsible for development of 

policy, the Nlets members carry the burden for assuring that all Nlets policies and regulations in 

this regard are followed. 

1.9. Types of Users 
Nlets is a criminal justice system. Only criminal justice agencies and those non-criminal justice 

agencies that, through their participation, provide a benefit to public safety or the law 

enforcement justice community are authorized to participate on Nlets. 

The exceptions are those agencies that are authorized to obtain criminal history information 

(CHRI) through PL99-169 “The Intelligence Authorization Act of Fiscal Year 1986,” Title VIII, 

Section 910 (entitled, “Access of Criminal History Records for National Security Purposes”). 

The table that follows lists the agencies and organizations that are authorized to participate on 

Nlets along with special restrictions, if any: 
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All NSAs are responsible for assuring that any agencies that they provide Nlets access to is 

included in the table above. When a criminal justice agency performs a service on behalf of a 

governmental non-criminal justice agency, each agency must have an ORI. In all transactions, 

the ORI of the governmental non-criminal justice agency must be used. 

If the non-criminal justice agency does not have an ORI and is using Nlets for approved 

purposes, the Nlets NSA Representative will request, and Nlets will assign an Nlets ORI. This is 

the “S” ORI. 

If the non-criminal justice agency contracts with a private firm, there must be an agreement 

signed by a representative from the non-criminal justice agency, the private contractor, and the 

Nlets representative. This agreement guarantees that the non-criminal justice agency will assure 

that Nlets policies and procedures are followed by the private contractor. 
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1.10. Members Accessing Nlets 

The following is a list of users and agencies that have been authorized to access Nlets and also 

have been approved as members: 

 

1.11. State/User Responsibilities 
Each state (member) is responsible for allowing an interface with Nlets, thereby providing 

access for all criminal justice agencies or other authorized agencies within their jurisdiction to all 

other criminal justice or other authorized agencies in the nation. With this responsibility, the 

member has the authority, and must exercise this authority, to ensure that all users provided 

access by the member follow the Nlets policies, especially those relating to security of the 

system and security of the information transmitted over the system. 

Failure of the agencies within the member state or agency to follow the proper procedures must 

be called to the attention of the Nlets Control Terminal Officer who will in turn take corrective 

action with the originating agency. Continued violations must be reported to the Nlets Board of 

Directors for further action. 

1.12. Maintenance 

Nlets’ equipment or line problems are to be reported to the Nlets Control Center by the user 

agency. The Nlets Control Center will then coordinate all trouble isolation. Costs associated with 

network maintenance are included in the Nlets membership fees.  Nlets provides 24x7x365 

support to the user community.  

1.13. General System Usage 
All traffic over the system must be in the prescribed message format. Unnecessary messages 

with superfluous verbiage or embellishments are prohibited. Information of no value to the 

addressee must be avoided. For example, address or telephone numbers of the parents 

reporting a runaway are of no value to another department who will notify the originating 

department, not the parents, of any apprehension. Avoid expressions such as, “ARREST AND 

HOLD,” “HOLD FOR INVESTIGATION,” “HOLD AND NOTIFY.” “DETAIN FOR THIS DEPARTMENT,” 

“WANTED AS SUSPECT,” etc. The name of the crime should be clearly specified and if a warrant 

has or will be issued. 
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NOTE – If a warrant has been issued it should be in the NCIC system. 

In view of the many persons who may receive messages, the use of non-standard abbreviations 

must be avoided. Keep in mind that many abbreviations that may be in common use within one 

department or in one state may be entirely unknown and confusing to another department or 

state. 

It is imperative that departments originating want messages of any type cancel these messages 

when they no longer apply. Messages may be cancelled only by the originating department. 

Departments apprehending a wanted subject or recovering a stolen or wanted vehicle should 

direct a message to the originating station only, reporting the apprehension or recovery. The 

originating department should then cancel their outstanding messages and clear their NCIC file 

entry. 

1.14. Restrictions 

The system must not be used for the following types of messages: 

 No social announcements (i.e., Christmas messages, retirements, conventions, etc.) 

 No recruiting of personnel. 

 No messages in which the complainant is interested only in the recovery of property 

 No attempts to locate vehicle (breach of trust) without a warrant. For the protection of 
the arresting officer, messages should not be dispatched until a warrant is secured. 

 No excessively long messages. 

 No transmission of subpoenas. 

 Use of vehicle registration and driver license information obtained via Nlets is limited to 
official use only. Curiosity inquiries are forbidden. 

 Automated positive message acknowledgements (PMA) will not be allowed except 
when a need can be shown that automated PMA is required in order to capture 
information that can be of substantial value in diagnosing an information exchange 
problem. Under no circumstances will the temporary use of PMA exceed 45 days. 
Authorization for temporary PMA can be given by the Executive Director. 

 No solicitation of funds. 
 

1.15. Nlets Regional Map 

Nlets is comprised of eight regions. Each region represents six or seven states and several 

federal agencies that are grouped together to represent a regional community of interest. A 

copy of the Nlets regional map follows: 
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2. Nlets Security Policy 
The purpose of Nlets is to provide a network for law enforcement, criminal justice, and other 
agencies and organizations to securely exchange information. The nature of the mission and the 
sensitivity of the data require that security controls be in place to minimize the risk of abuse of the 
Nlets information infrastructure. The Nlets Board and membership have approved many policies to 
enhance the overall security posture of Nlets. Because the nature of the risks to information is 
constantly changing, the implementation of a security policy within Nlets must be a constantly 
changing and living process. In order to maintain these policies and procedures Nlets has developed 
this document to serve as both guide and directory. This directory will ensure that the information 
provided is the most current available. 

2.1. Application to Authorized Users 

The Nlets information security policy governs the Principle, Federal, International, and 
Associate Members that have been provided with Nlets connectivity. The policy shall also 
apply to all strategic partner organizations and non-member agencies with Nlets 
connectivity. 
 

2.2. CJIS Influence on Policies 

Although the FBIs Criminal Justice Information Services (CJIS) and Nlets are separate 
entities, there is much commonality between the goals, process and policies of CJIS and 
Nlets. Through the Advisory Policy Board, CJIS has developed many policies to control 
access to, and use of, their information. 
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2.3. Nlets Members 

Nlets and all of its member agencies that have a connection to the FBIs CJIS network are 

required to adhere to the CJIS Security Policy. For these member agencies Nlets shall adopt the 

CJIS Security Policy as the policy governing the Nlets connection. 

Compliance with the CJIS Security Policy is audited by the FBIs Technical Audit Unit on a triennial 

basis. During their audit of the Nlets member agency the FBIs Technical Audit Unit will also 

examine the physical Nlets connection and related information systems on behalf of Nlets. 

Compliance with the FBI CJIS Security Policy as audited by the Technical Audit Unit shall be 

accepted by Nlets as compliance with the Nlets Information Security Policy. Nlets security staff 

may perform additional audits at the discretion of Nlets management and the Nlets Board of 

Directors. 

2.4. Security Policies 

A copy of the two security policies can be downloaded below: 

https://www.nlets.org/Media/Default/resources/NISP-V1.pdf 

https://www.nlets.org/Media/Default/resources/CJIS%20Security%20Policy%20v5%201_07132

012_-ns.pdf 

These policies can also be found on the Nlets website at www.nlets.org 

  

https://www.nlets.org/Media/Default/resources/NISP-V1.pdf
https://www.nlets.org/Media/Default/resources/CJIS%20Security%20Policy%20v5%201_07132012_-ns.pdf
https://www.nlets.org/Media/Default/resources/CJIS%20Security%20Policy%20v5%201_07132012_-ns.pdf
http://www.nlets.org/
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3. Administrative Messages 
This section describes administrative messages and how to use them for multiple destinations and 
state, regional, and all-points broadcasts. 

3.1. Overview 

3.1.1. An Administrative Message (AM) is: 

 A criminal justice related point-to-point free form message 
 Differentiated from other Nlets traffic in that it is free form 
 May be used for practically any type of information transmission not associated 

with a specific message type 
 May ask for information or assistance 
 May be in response to a request from another agency 

3.1.2. An Administrative Message “Law Enforcement Only” (AML) is: 

 A law enforcement only related point-to-point free form message 
 May be used for practically any type of law enforcement only information 

transmission not associated with a specific message key 
 May ask for information or assistance 
 May be in response to a request from another agency 
 Nlets will insert the caveat, “FOR LAW ENFORCEMENT DISSEMINATION ONLY” 

within the body of the message prior to sending 

3.1.3. General Guidelines for Statewide, Regional, All-Points Messages:  

 To request a statewide, regional, or all-points message, all Nlets members must 
use an administrative message (AM/AML) 

 Users should confirm broadcast type messages to individual states, regions, or 
“community of interest” states 

 State broadcasts may be sent to up to five states 
 Regional broadcasts codes and two-character state codes may be intermixed in 

the destination portion of the header 
 The general use of all-points messages is discouraged 

 
*Note – Information related to officer safety (e.g., armed and dangerous, etc.) should be 
placed at the front of the message on its own line to highlight it. 
 
Administrative messages to Canada should be addressed to the individual two-character 
province or territory (AB, BC, MB, NF, NK, NS, NT, NU, ON, PE, PQ, SN, and YT). Only 
narrative messages dealing with urgent operational police matters will be considered for 
broadcast in Canada. 

3.2. Multiple Destination Administrative Messages 

Multiple ORIs or region codes may be used to send a message to more than one agency or 
region, up to a maximum of five locations. 

3.3. State Broadcast Messages 

A state broadcast is an administrative message (AM/AML) sent to a state control terminal 

requesting that state to send an APB within the state. 
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*Note – Information related to officer safety (e.g., armed and dangerous, etc.) should be placed 

at the front of the message on its own line to highlight it. 

3.4. Regional Broadcast Messages 

A regional broadcast provides Nlets users with the ability to send selected types of messages to 

the control terminal in a group(s) of predefined states and agencies located in a geographical 

area. The control terminal will handle further dissemination at its discretion. 

The five types of regional broadcast messages are: 

 Administrative Message (AM) 

 Administrative Message “Law Enforcement Only” (AML) 

 Driver’s License Queries (DQ) 

 Identity Queries (IQ) 

 Vehicle Registration Queries (RQ) 
 

Regional broadcast messages will be transmitted to points-of-entry only once. For example, if a 

message is addressed to two regions, agencies that may fall under both regions (e.g., FBI, TECS) 

would receive only one copy of the message, not two. 

To assist control terminals in further disseminating administrative type regional requests, the 

sender may include a request such as, “DELIVER TO STATE CRIME LAB” or “DELIVER TO MAJOR 

CITIES.” 

3.4.1. Regional Codes 

The regional codes with their respective states and agencies are listed in the table that 

follows: 
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A1 B1 C1 D1 E1 F1 G1 H1 

Connecticut Delaware Kentucky Alabama Illinois Iowa Arizona Alaska 

Maine DC North 
Carolina 

Arkansas Indiana Minnesota Colorado California 

Massachusetts Maryland South 
Carolina 

Florida Michigan Montana Kansas Guam 

New 
Hampshire 

New Jersey Tennessee Georgia Ohio Nebraska New 
Mexico 

Hawaii 

Rhode Island New York Virginia Louisiana Wisconsin North 
Dakota 

Oklahoma Idaho 

Vermont Pennsylvania West 
Virginia 

Mississippi FBI/NCIC South 
Dakota 

Texas Nevada 

FBI/NCIC FBI/NCIC FBI/NCIC Puerto 
Rico 

Customs Wyoming Utah Oregon 

Customs Customs Customs Virgin 
Islands 

Dept of 
Army 

FBI/NCIC FBI/NCIC Washington 

Dept of Army Dept of Army Dept of 
Army 

FBI/NCIC Dept of 
Navy 

Customs Customs FBI/NCIC 

Dept of Navy Dept of Navy Dept of 
Navy 

Customs Dept of 
Justice 

Dept of 
Army 

Dept of 
Army 

Customs 

Dept of Justice Dept of 
Justice 

Dept of 
Justice 

Dept of 
Army 

TSA Dept of 
Navy 

Dept of 
Navy 

Dept of 
Army 

TSA TSA TSA Dept of 
Navy 

Interpol Dept of 
Justice 

Dept of 
Justice 

Dept of 
Navy 

Interpol Interpol Interpol Dept of 
Justice 

Nlets TSA TSA Dept of 
Justice 

GSA Postal 
Service 

Nlets TSA  Interpol Interpol TSA 

Nlets Nlets  Interpol  Nlets Nlets Interpol 

   Nlets    Nlets 

 

3.4.2. Restrictions on Regional Broadcast Messages 

There are two types of restrictions placed on regional broadcast messages. They 
include: 

 Secondary dissemination of regional broadcast messages received 
 Content and use of regional broadcast messages sent 

 

3.4.3. Secondary Dissemination of Regional Broadcast Messages 

Regional broadcasts may not be secondarily disseminated to non-criminal justice 
agencies without first obtaining specific approval from the originator.  

 

3.4.4. Message Use and Content of Regional Broadcast Messages 

Users are encouraged to use regional codes rather than APBs if possible. In instances 

where a regional code may not contain every state to which the user wishes to send a 

message, the use of multiple two-character state codes and regional codes, up to a 
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maximum of five destinations, can address many states without using a blanket APB. 

The list that follows outlines the restrictions on regional broadcast message content: 

 

3.4.5. Exceptions to Restrictions on Regional Broadcast Messages 

The restrictions may be waived under the following conditions: 

 A user has information that is pertinent to a criminal investigation, is of interest 
to a group of states, and cannot be entered into NCIC. 

 A user has information regarding kidnapping, skyjacking or other serious 
criminal acts. Keep message as brief as possible. 

 A user has information on a wanted person that cannot be entered into NCIC 
but may be of interest to a group of states. 

 Permission has been granted by Nlets on a per case basis. 
 

Note – Information related to officer safety (e.g., armed and dangerous, etc.) should be placed 

at the front of the message on its own line to highlight it. 

Note – Users initiating want messages of any type (e.g., wanted person, missing person, 

runaway, etc.) must cancel these messages when they no longer apply. 

3.5. All Points Broadcast 

An all points broadcast (APB) provides Nlets users with the ability to send administrative type 

messages (AM/AML) to each state and federal member terminal. 

A destination code of “AP” will result in the message being directed to all state and federal 

control terminals. 
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3.5.1. Restrictions on All Points Broadcasts 

There are two types of restrictions placed on nationwide broadcast messages. They 

include the following: 

 Secondary dissemination of APBs received and 

 Content and use of APBs sent 
 

3.5.2. Secondary Dissemination of All Points Broadcasts 

Regarding secondary dissemination, nationwide broadcasts may not be secondarily 

disseminated to non-criminal justice agencies without first obtaining specific approval 

from the originator. 

3.5.3. Message Use and Content of All Points Broadcasts 

Regarding the content and use of APBs, users are urged to carefully consider whether 

there is a necessity to send the message to all states. If the message pertains to a 

geographical area of the United States (i.e., east coast, Sunbelt, etc.), the user should 

seriously consider the use of a regional broadcast that will more narrowly focus on the 

states that could provide assistance. 

The following table outlines the restrictions on all points broadcast content: 
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3.5.4. Exceptions to Restrictions for All Points Broadcast Messages 

The restrictions may be waived under the following conditions: 

 A user has information that is pertinent to a criminal investigation that is of 
interest to all states and cannot be entered into NCIC. 

 A user has information regarding kidnapping, skyjacking or other serious 
criminal acts. Keep message as brief as possible. 

 A user has information on a wanted person that cannot be entered into NCIC 
but is of interest to all states. 

 Permission has been granted by Nlets on a per case basis. 
 

Note – Information related to officer safety (e.g., armed and dangerous, etc.) should be placed 

at the front of the message on its own line to highlight it. 

Note – Users initiating a want message of any type (e.g., wanted person, missing person, 

runaway, etc.) must cancel these messages when they no longer apply. 

4. Help File Transactions 

4.1. Overview 
This section describes Nlets HELP file transactions. Inquiries to Nlets and responses from the 

Nlets HELP files are available to all Nlets users. There are two types of HELP files: 

 HELP files that deal with state or other member HELP records 

 HELP files that deal with general HELP records maintained by Nlets 

4.2. State/Province/Federal Member Agency HELP Files 
A HELP file is available for each participating state, Canadian province, and federal member 

agency via a reserved area on the Nlets system. Nlets members do not need to allocate space or 

do extensive program changes on their system to participate in the HELP file program. 

4.3. Requirements 

The HELP messages must be an administrative message type with a single destination address 

that designates the requested HELP record. 

4.4. ORI for HELP File Message Transactions 

A state/province/agency must send an AM message to the proper ORI to use the HELP files. This 

designates the specific record to retrieve and action to be taken. 

HELP File ORI:  aabbbcccc where: 

 The first two characters designate the specific state/province file 

 The 3rd, 4th, and 5th characters designate which record is to be accessed 

 The last four characters of the ORI designate the action to be taken upon the record 
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4.5. Federal Agencies/Other Organizations HELP Files 

Federal agencies or other organizations with direct lines to Nlets are provided a single unique 

HELP record; identified by the characters “ADM.” 

To access a federal HELP file, use one of the two-character federal codes in the table below, 

followed by “ADMHELP.” 

Federal Agency  Two Character Code 

Air Force AI 

ATF AT 

INS/ICE/DHS AX 

Dep. Of State BB 

Coast Guard CG 

Dep. Of Army DA 

Dep. Of Interior DI 

Dep. Of Justice DJ 

Dep. Of Navy DN 

PERSEREC DP 

Dep. Of State DS 

Federal Aviation Admin FA 

FBI (Nlets) FB 

FBI (NCIC) FI 

FMCSA FM 

GSA Fleet GS 

Interpol IP 

NCMEC MC 

US Marshals MR 

Office of Personnel Mgmt OP 

Postal Service PO 

Postal Service PS 

Secret Service SS 

Customs and Border Protection TC 

Transportation Safety Admin TS 

US Courts UC 

Government Plates Database US 
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4.6. Canadian HELP Files 

Several HELP files have been assigned to Canada to assist users in accessing this interface. The 

Royal Canadian Mounted Police (RCMP) supports many of the files that are accessible through 

the interface. There will be a single HELP file for these. 

Each province/territory in Canada has the following HELP files for vehicle registration and 

driver’s license information: 

xxLICHELP = one for each province/territory (12 in all) 

xxOLNHELP = one for each province/territory (12 in all) 

(xx = province/territory identification code) 

In addition, single HELP files exist for the following information: 

 

4.7. Nlets HELP Files 
Nlets has also developed several informational HELP files and have made them available to all 

users. These records are listed below along with the specific destination ORI required to access 

the information: 
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4.8. HELP File Formats 

Each user has the responsibility of maintaining their HELP file records in the correct format. The 

required formats help to standardize the HELP records and make them more useful to others. 

5. ORION 

5.1. Overview 

The objectives of the ORION application are: 

 First, it allows a user to find the ORI of an Nlets user agency when only the location (city 
and state) or federal agency (name of agency and state) is known. 

 Second, if only the ORI is known it allows a user to gather information (i.e., address, 
phone number, FAX number, etc.) on an agency. 

 Primary validation for agency’s permissions on the Nlets system. 
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5.2. ORION Validation, Creation, and Certification 

The objective of the ORION file is to assure that only authorized users are using the network and 

that these users are using the network for authorized purposes. Once created, Nlets works with 

each CTA/NSA to ensure that it is both accurate and complete. 

5.2.1. Validation 

Validation of sending ORIs must be accomplished on every transaction passed to Nlets. 

5.2.2. Creation 

Only NCIC approved ORIs, Nlets   ORIs, and Board approved ORIs may be entered on 

Nlets. For example, Indiana may not enter an Illinois ORI. Only terminals authorized by 

the Nlets System Agency (NSA) may add entries on ORION. The “add/cancel” 

authorization flag can be manipulated only by the NSA ORI. They will be checked against 

NCICs ORI file to determine whether it is on NCIC. If it is not, it must have been 

approved by the Board of Directors. 

Once approved for access, Nlets controls daily access to the network through 

comparison to an Nlets-resident table of authorized ORIs called the ORI On-line 

Directory (ORION). The sender and destination ORIs are checked on every transmission 

sent through the network. Nlets also uses the ORI in conjunction with ORION to control 

the types of information sent through the network. Therefore, it is a critical piece of 

every transmission over the network. 

Nlets divides ORIs into two types: criminal justice and non-criminal justice. 

 The non-criminal justice agencies are further divided: 
o Those that have an ORI assigned by the FBI 
o Those that have an ORI assigned by Nlets 

 

Law Enforcement: 

 PD – any agency of city government 

 SO – any agency of county government including parishes  

 SA – any agency employed by a state with statewide jurisdiction 

 LE – used as a catchall for any agency not fitting the above criteria. May be used 
on inquiry or record creation. 

 FE – federal agency 
 

Criminal Justice: 

 JA – any prosecutor 

 JC – any corrections agency 

 JG – any probation agency 

 JJ – any court agency 



U s e r  P o l i c y  M a n u a l  | 34 

 

 JF – any federal non-law enforcement criminal justice agency 

 CJ – will return all defined non-law enforcement criminal justice agencies and 
should be used as a general type for all ORIs ending in B, M, N, or Y. 

 

Non-Criminal Justice Organizations or Agencies (e.g., DMV, etc.) 

 NJ – non-criminal justice agencies 
 

Note – Generally, the second letter of these two character codes is the same one used 

by NCIC in breaking down their ORIs for criminal justice agencies. 

When a criminal justice agency performs a service on behalf of a governmental non-

criminal justice agency, each agency must have an ORI. In all transactions the ORI of the 

non-criminal justice governmental agency must be used. If the non-criminal justice 

agency does not have an ORI and is using Nlets for approved purposes, upon request of 

the Nlets Representative, Nlets staff may assign an Nlets ORI. This is known as the “S” 

ORI. 

If the non-criminal justice agency contracts with a private firm, there must be an 

agreement signed by a representative from the non-criminal justice agency, the private 

contractor, and the Nlets representative. This agreement guarantees that the non-

criminal justice agency will assure that Nlets policies and procedures are followed by the 

private contractor. 

All law enforcement and criminal justice agencies in the United States and Canada are 

authorized to access Nlets. There are many non-criminal justice agencies that are 

authorized to access Nlets. These fall into three groups as described below: 

 

5.2.3. Certification 

It is the responsibility of the Nlets representative to ensure that all ORION entries 

owned by that user (i.e., state, federal, international, or associate) have been certified 
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as up-to-date and accurate at least every two years. These dates will coincide with 

NCICs validation of their ORI file. 

Every two years a file containing all ORIs will be emailed to each Nlets representative. 

The Nlets representative will certify that all records are valid, accurate, and up-to-date. 

He/she will then sign a certification document attesting to the validity of each record 

owned by the member. Nlets staff will cause the certification date in each record to be 

updated to reflect the successful completion of the certification procedure. Users will 

have 90 days to certify their ORIs. 

Following the 90 day certification period, Nlets will notify members who have not 

certified their ORI file that their ORIs will be deactivated in 30 days unless certified 

within that time period. A return receipt for the second notice will be requested. If after 

the 30 days from the time the member has received the second notice, the ORIs still 

have not been certified, the ORIs will be deactivated. 

5.3. Create Your File 
The ORION application has been developed to provide the user with a variety of ways to access 

information. In order to take full advantage of this design the user must have a clear 

understanding of how the file is created. Each user creates their ORI file. The usefulness and 

flexibility of a file is determined by the record input. 

It is the responsibility of the state representative to enter and maintain ORIs for all state, local, 

federal, and other agencies that have a terminal on their state system that can access Nlets.  It is 

recommended that each and every ORI be entered into Orion; however, Nlets only validates a 

match on the first seven characters of a law enforcement ORI when allowing access.  

The federal member representative is responsible for entering ORI records for the appropriate 

state sub-files for all terminals for which they provide service and for entering any of their ORIs 

that they deem appropriate into the corresponding state sub-files. 

5.4. Entry of a New ORI 

The criteria for entry of ORIs on ORION are as follows: 

 Any agency that is assigned an ORI that accesses Nlets either directly, or by 
agreement through another agency, shall have an entry on ORION. 

 If there are multiple terminals within a law enforcement agency that have 
access to Nlets, separate entries are required when the first seven characters of 
the ORI are the same and at least one other data field in the ORION record (e.g., 
phone number, address, etc.) differs. 

 For criminal justice agencies, if multiple ORIs are assigned to the same agency, 
an entry is required for each ORI that accesses Nlets. 
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The priority field defines a baseline priority for low priority ORIs. Nlets sends all messages with 

one of 12 priorities, based on the message type, and designates a 1 through 12, with 1 having 

the highest priority and 12 having the lowest priority. The baseline priority specifies that 

messages to this ORI be assigned at least the specified baseline. 

 Messages with lower priority numbers will be set to this baseline number (higher 
priority) 

 Messages with higher priority numbers will be left unchanged (lower priority) 
 

For example, a message typically sent at priority level 3 would be sent at reduced priority 10 if 

the ORI has a baseline priority of 10. 

If the baseline priority field is not specified, Nlets defaults it to a 10 for ORIs ending in “S”, and 

to 0 for all other ORIs. 

The sender ORI must be valid for the line on which the transaction was received. In addition, the 

data ORI, which is the ORI to be entered into the file, also must be valid for the line. 

Finally, a check is made to ensure there is no existing ORI record with the same state codes, 

location, and ORI. 

If all checks are successful, the line name that the transaction was received on is stored as the 

owner of the ORI record and the current date is stored as the creation date. 

The sub-file that the record will be inserted into is derived from the first two characters of the 

data ORI. If the first two characters are a state code, Canadian province or territory code “DC” or 

“PR,” the record is entered into that sub-file. All other records are entered into the foreign 

(miscellaneous) sub-file. 

In the simplest case, a user will enter a single record for each agency, giving the agency’s 

location, agency name, ORI, and all other data elements. 

The only optional data elements are as follows: 

 Alternate phone number 

 FAX number 

 Alternate FAX number 

 Remarks field 
 

Additional records may be entered for the same location with different ORIs. Similarly, 

additional records may be added for the same ORI at different locations. This will enable a user 

to locate, for example, a sheriff’s office when only the city name is known. 

No state or federal member may enter an ORI that it would not be allowed to use as a sending 

ORI.  
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Only ORIs that are assigned by NCIC or those that are approved by Nlets will be allowed in the 

ORION file. 

5.5. Control Terminal Functions 

With the addition of ORI validation and attending control flags, the NSA assumes additional 

responsibility for the maintenance and control of its portion of the ORION file. The NSA, or any 

ORI designated by the NSA, will have the ability to modify authorization flags or perform any 

maintenance on the member’s file. 

For example, only NSAs can: 

 Designate the ORIs from their user population who can add/cancel records, and 
activate/deactivate ORIs. 

 Designate who is authorized to send/receive criminal history information. 
 

Although it is recognized that NSAs may authorize other ORIs to add/cancel records by turning 

on the add/cancel flag, it is strongly suggested that the NSA retain sole authority to: 

 Modify the status of an ORI (active or inactive) 

 Modify the authorization for an ORI to send/receive criminal history information 
 

Regardless of the delegation of authority for maintenance of the ORION file, Nlets will always 

consider the NSA from each member state or federal agency as the responsible agency 

regarding accuracy and completeness of their ORI file. 

5.6. Access the ORION File 
There are three types of inquiries that one may use to access the ORION file. They are described 

in the table below: 
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5.6.1. Retrieve a Record by ORI 

The ORI is required and the location is optional. If the location field is included, only 

records that match both the ORI and the location will be returned. 

Note – If only an ORI is submitted and an exact match is not found, a search of eight and 

seven characters will be made. This may result in some voluminous responses but it will 

provide the inquirer with ORIs of the agency if not the exact terminal. 

The complete record response includes the following: 

 

5.6.2. Retrieve a Record by Location 

 The location is required and the type is optional. 

 All records in the specified number sub-file that match the specified location 
and agency type are returned to the sending ORI. 

 The type field is optional, and if not specified defaults to search all law 
enforcement ORIs since the vast majority of inquiries will be for law 
enforcement ORIs. 

 Federal agency records are not retrieved. 

 If a criminal justice agency (other than law enforcement) or a non-criminal 
justice agency, such as NICB, is being sought, the appropriate type code should 
be used. If a type code of “CJ” is used all criminal justice agencies (other than 
law enforcement and federal agencies) will be returned as well as non-criminal 
justice agencies. The non-criminal justice agencies will clearly be identified in 
the response as a non-criminal justice agency. 

 

5.6.3. Search Method 

The requirements for a search are as follows: 

 At least two characters are required 

 The complete location need not be specified 
 

The system searches for exact matches of the characters provided. For example, if the 

user does not know how to spell Tucson, the user may inquire on LOC/TU and the 

system will retrieve all entries that begin with “TU.” The system will search from two to 
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seven characters with this method. It is intended to eliminate the need for a soundexed 

system and yet still provide assistance with spelling difficulties. 

 

 

5.6.4. Response to Inquiry 

 

 

Should the inquirer receive multiple summary records, a second inquiry can be made on 

the specific ORI in order to retrieve the complete ORI record. 

If the user still receives only summary data, an inquiry with both ORI and location must 

be submitted to narrow the search. 
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No more than 100 hits will be returned on a single query. If this occurs, the user must 

narrow the search by providing more information in the location or type field. 

The record summary includes the following: 

 Agency Name 

 Location 

 ORI 

 Indicates hours of service 

 CHRI authorization flag 

 Indicates if the record is for a non-criminal justice agency 

 Indicates whether the agency has a FAX number in their record 
 

The legend code interpretation follows: 

 

For the foreign (miscellaneous) sub-file “FN,” the user should route the administrative 

message to the related federal agency two-character code or nine-character address. 

5.6.5. Retrieve a Federal Agency Record 

To search a federal agency’s ORI record, specify a federal agency three-character code. 

The destination code indicates the state where the federal agency resides. 

To limit the search to a particular location, the agency code is followed by a dash and 

one or more characters of the location. 
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Federal agencies will be handled differently since, for example, the user may be looking 

for the closest federal office but may not know where the office is actually located. 

Inquiring by federal agency ID returns all federal agency offices within a state. 

Example: 

If a user needs to contact the closest FBI office to Kalamazoo, Michigan he/she will send 

the state code “MI” and the agency name “FBI.” The system will return all FBI offices in 

Michigan and the user will select the one he/she prefers. 

To narrow the search, modify the request. Adding the letters “KA” after “FBI” would 

result in the search being limited to only FBI offices in Michigan that are at a location 

with a name beginning with the letters “KA.” 

There are several federal agencies with designated ORION codes of “MSC” that have 

only a few terminals on Nlets. They are all placed in a single miscellaneous file. 

5.6.6.  Help File 

By sending an administrative message to “FNORIHELP” the user will receive a list of the 

federal agencies, their three-character codes from their ORIs, and the associated ORION 

federal code used search by FED/. 

6. Generic Messages 

6.1. Overview 
This section describes generic transactions, which provide Nlets users with the capability to use 

the Nlets switch to inquire on other state’s unique databases. Some state files may not be of 

nationwide value or availability; however, nearby states may benefit from access to these files. 

6.2. Generic Message Requirements 
There are no specific formats to allow automated access and responses for generic transactions. 

All coordination is the responsibility of the states. 

Rules have been kept to a minimum due to the general nature of the LQ/LR message. 

6.3. Example 

New York may have implemented a hot file database. There may be definite benefits in 

allowing New Jersey to access this database. To implement such a capability nationwide is not 

feasible at this time. Therefore, representatives from New York and New Jersey coordinate an 

effort to allow access through Nlets utilizing the generic message key (LQ). 

Nlets will not edit the text of the message so New Jersey may include whatever information the 

receiving state (New York) requires. 
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New York will dissect the message, query their hot file database file, and return the response 

over Nlets to New Jersey under the generic response message (LR). 

7. Error Messages 

7.1. Overview 

This section presents pertinent information about error messages. If Nlets detects any condition 

that prevents delivery of an input message to the destination, an error message will be sent to 

the originating station explaining the condition. 

Note – It is important to note the Nlets NL0000000 is the only originator of error (ER) messages. 

Neither state computer systems nor terminals may generate ER messages. 

7.2. Nlets Error Message Specifications 

Each error message will contain: 

 Standard output header 

 A numeric and plain English error notification 

 The first 100 characters of the input message 

 The sending ORI will always be NL0000000 
 

7.3. Nlets Error Messages, Numbers, and Explanations 

Below is a list of all error messages generated by Nlets with the associated error numbers for 

each error message: 
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8. Status Messages 

8.1. Overview 
This section presents pertinent information regarding status messages that are sent periodically 

by the Nlets system, Nlets terminals, and member systems. 

All messages are in plain English and use the same structure and header format as 

Administrative Messages (AM). 

If a state or other user is going to be out of service and chooses to notify all users on Nlets, an 

“SM” type message should be used. This message is delivered immediately because it has been 

granted the second highest priority within the Nlets system. 

8.2. Manually Generated Status Messages 

The following status messages are manually generated by Nlets’ operators: 

 

8.3. Automatically Generated Status Messages 

The following status messages are automatically generated by the Nlets’ system: 

 

8.4. Examples of Status Messages 

Example 1: Status Message from a state: 
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Example 2: Status Message sent from Nlets: 

 

9. Random Access to Nlets Data (RAND) 

9.1. Overview 

Nlets manages a log of message traffic that travels through it. The RAND functionality provides 

authorized users with access to this traffic log. This section describes the queries and the 

corresponding responses. 

There are two RAND query transactions: NLQ and NFQ. NLQ is used to search the RAND 

database and produces a hit list in the NLR (response) format. Information from the NLR 

message is used to format an NFQ message to retrieve the full text of a message. Messages can 

be retrieved by message type, time range, originator, member, and by character string within a 

message. 

 

If no messages match the specified search criteria, the response may be “NOT ON FILE.” 

9.2. RAND Query/Response Transactions 

Messages are entered into the log as they leave the Nlets switch. Messages intended for Nlets 

itself, such as ORION messages, are recorded on arrival and any generated response messages 

are also recorded. Embedded images in messages are not recorded into RAND. Receipt and 

routing of ANSI/NIST messages, such as rap sheets or fingerprint sets, are logged but no 

message content is saved in RAND. 
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9.3. NLQ Rules 

NLQ messages follow these rules: 

 

Fields need not be padded to any particular size. They will all be trimmed of leading or trailing 

spaces before use. 

9.4. Search Options 

When the search string is intended to match the proper names of people rather than general 

text, the name field (NAM) may be used in place of these conditions: 

“Free text information needed” (FND) and “Additional free text” (AND) 

Or in place of these combinations: 

“Free text information needed” (FND) and “Alternative free text” (ORR) 

The RAND query process allows users to leverage certain simple SQL syntax with the FND field in 

order to make their searches more sophisticated. Below is mere information on the syntax, 

which may be used within the FND field: 
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Special rules are used for name based searches compared to general field searches. These rules 

are listed below: 
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Name based searches are not confined to message text beginning with NAM/ but searches for 

names appearing anywhere in the message. 

Authorized users may query criminal history messages. Only header information will be 

returned to protect the confidentiality of the criminal history data. 

9.5. Responses 

Output begins with the date on a line by itself. A series of lines follow, each starting with a time 

and continuing with the member the message was sent to (or received from), the sequence 

number of the message, the originator ORI, the message type, the destination ORI, and up to 40 

characters of message data beginning with the first point in the message where any term 

matched. 

If the results cover more than one date, the next date is then printed and followed by the search 

hits for that day. There is a limit of 100 hits for a given response. 

If more than 100 hits are necessary, the time and date of the last hit can be used as the 

beginning field date of a subsequent query where all other fields are as they were in the original 

query. 

It is important to remember that RAND contains outgoing messages only, with the exception of 

transactions processed by Nlets itself. 

RAND returns only those messages the requesting ORI is authorized to receive. If the requesting 

ORI is not authorized for criminal history information, for example, those message types are not 

retrieved. Two ORIs with different authorizations may receive different responses to the same 

RAND query. 

If there are no messages in RAND that match the specified search criteria, a response to this 

effect is returned. 

9.6. NFQ Query Field Requirements 
The standard Nlets message header, date of message(s) to be retrieved, first two characters of 

the ORI from the NLQ/NLR, and the message sequence number as shown in the NLR message 
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are required to retrieve a message. The message sequence field (MSG) may repeat to retrieve 

more than one message for the given member and date. All retrieved messages in a single NFQ 

must be for the same date since the date filed (DAT) cannot be repeated. 

Authorized users may query criminal history message, although only header information will be 

returned. 

9.7. RAND Error Messages 

Error messages (ER) are returned in response to NLQ or NFQ messages in the following 

circumstances: 

 

9.8. Examples of RAND Queries/Responses 

Example 1: A RAND message querying by free text: 

 

Example 2: A response from RAND by free text: 

 

Example 3: A RAND message querying by name: 
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Example 4: A response from RAND by name: 

 

Example 5: A RAND message by sequence number: 

 

Example 6: A response from RAND by sequence number: 

 

10. Homeland Security 

10.1. Overview 

This section presents pertinent information regarding Homeland Security (HS) and Homeland 

Security Law Enforcement Only (HSL) messages. 

The purpose of the Homeland Security message is to notify First Responders (i.e., police, public 

safety, and other emergency type agencies) in the event of a national, regional, or local area 

threat situation.  

The purpose of the Homeland Security Law Enforcement Only message gives the sender the 

capability of sending the message only to law enforcement agencies. This option will add the 

caveat, “LAW ENFORCEMENT DISSEMINATION ONLY.” 
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10.2. Requirements 

The Homeland Security message HS & HSL can only be sent by agencies designated by Homeland 

Security Officials (Nlets and the FBI) and is delivered with the highest priority allowed by Nlets. 

Only those designated agencies need to program this key for sending purposes. 

Receiving agencies should program this key in such a way as to avoid manual delay in passing 

this message on to appropriate agencies within their jurisdiction. 

Messages may include up to five destinations using state and/or regional codes. 

10.3. Example Message 

Example 1: A Homeland Security Message received by a user: 

 

11. Vehicle Registration Transactions 

11.1. Overview 
This section describes how to access out-of-state vehicle registration information by sending a 

query through Nlets to a state or multi-state region by license plate/year/type/VIN or name. 

To send a vehicle registration query, a user must enter the license plate, license year, and 

license type, or VIN, vehicle make (optional), and vehicle manufacture year (optional).  

Positive vehicle registration responses may contain information including the license number, 

license type, license year, VIN, vehicle model, vehicle style, and vehicle color for up to two 

vehicle matches. 
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Other possible responses to a query include: NOT ON FILE, FILE NOT AVAILABLE, or 

TEMPORARILY UNAVAILABLE. 

11.2. Query Requirements 

Each registration query can be sent to up to five state or regional codes.  

Any indicator flags from a state DMV file that depict a vehicle record as stolen must be 

suppressed from interstate transmission over Nlets. 

To access information on diplomatic plates use the two-character code “US.” 

To access information on GSA plates use the two-character code “GS.” 

11.2.1. Query Help 

Utilize the state’s help file for additional DMV ORI information.  

To obtain an explanation of supplementary information on a state’s vehicle registration 

file, a user may send an Administrative Message to xxLICHELP, where xx=the two-

character state code. 

A user may also determine who is providing automated responses to registration 

queries and who has a HELP file by sending an Administrative Message to “NLLICHELP.” 

If a complete date of birth is unknown some states support inquiries on age. Consult 

state vehicle registration HELP files for details. The address is xxLICHELP, where xx=the 

two-character state code. 

A HELP file about GSA can be obtained by sending an Administrative Message to 

GSADMHELP. 

A HELP file about data returned from GSA can be obtained by sending an Administrative 

Message to GSLICHELP. 



U s e r  P o l i c y  M a n u a l  | 53 

 

11.2.2. Data Codes 

Codes used as input and/or output in the vehicle registration query/response generally 

match NCIC formats and content. Please refer to Part II of your NCIC Manual for code 

translation and instruction. 

If a state cannot conform to the NCIC codes with regard to vehicle make and vehicle 

model, an easily understandable notation may be substituted. 

11.3. Registration Name Query and Registration Name Response Overview 

To send a vehicle registration query, a user must enter the name, date of birth (optional), and 

age (optional). 

Positive vehicle registration responses may contain information including the license number, 

license type, license year, VIN, vehicle model, vehicle style, and vehicle color for up to two 

vehicle matches. 

 

The other possible responses include: NOT ON FILE, FILE NOT AVAILABLE, TEMPORARILY 

UNAVAILABLE. 

11.4. Query Requirements 

Each registration query can be sent to no more than one state. 

To access information on diplomatic plates use the two-character code “US.” 

11.4.1. Data Codes 

Codes used as input and/or output in the vehicle registration query/response generally 

match NCIC formats and content. Please refer to Part II of your NCIC Manual for code 

translation and instruction. 

If a state cannot conform to the NCIC codes with regard to vehicle make and vehicle 

model, an easily understandable notation may be substituted. 

11.5. Examples 

Example 1: A vehicle registration query by license plate, year, and type: 
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Example 2: A vehicle registration query by VIN: 

 

Example 3: A vehicle registration response: 

 

Example 4: A vehicle registration query by region. The response will be a standard vehicle 

registration response (RR): 

 

Example 5: A vehicle registration query by name: 

 

Example 6: A vehicle registration response by name: 
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12. Driver License Transactions (DQ/DR) 

12.1. Overview 
This section describes how to access out-of-state driver’s license information by sending a query 

through Nlets to a state or multi-state region by license number or name/date of birth/sex or by 

name only. 

To send a driver’s license query, enter the license number or name/date of birth/sex. A photo 

image may be requested as an additional option. To see a map of the states that support photos 

visit the Nlets website at www.nlets.org. 

 Positive driver’s license responses may contain the driver’s name, address, date of birth, 

description, social security number, license type, restrictions, status, and license number. A 

driver’s license response may include an image if one was requested and is available. 

 

Other possible responses to a query are: NOT ON FILE, FILE NOT AVAILABLE, TEMPORARILY 

UNAVAILABLE. 

12.2. Query Requirements 

Each driver’s license query can be sent to no more than five addresses. 

The driver’s license query format includes an optional image field. When this field is included in 

the inquiry with a “Y” as a value, the state should return an image if one is available. 

If a state wishes to request driver’s license information it should without exception, utilize the 

Nlets inquiry formats. Administrative Messages should not be used in place of the Nlets 

operator license inquiry formats. 

Any indicators or flags from the DMV file that depict an individual as wanted must be 

suppressed from interstate transmission over Nlets. 

Users may search state driver license file when an exact date of birth is not known. This feature 

requires a different message type (DNQ) and may only be addressed to a single two-character 

state code. Several data elements are provided to limit the search. 

http://www.nlets.org/
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12.3. Query Notes 

If there is additional information required that was not included in the response, an 

Administrative Message may be sent. These Administrative Messages should be sent to the 

applicable standardized ORI: Operators License Date xxOLN0000, where xx=two-character state 

code. 

If driver history information is needed, a driver history query (KQ) message type should be used. 

An Administrative Message should not be used to request driver history data. 

Driver’s license queries on name and date of birth may result in multiple hits. Only close 

matches (i.e., exact match on the last name and date of birth) should be returned. When 

multiple hits do occur, they should be returned to the requestor as separate messages. 

Information in free form fields should be confined to short, concise, plain English messages. 

12.4. Query Help 

To obtain explanatory or supplementary information on a state’s driver’s license file, a user may 

send an Administrative Message to xxOLNHELP, where xx=the two-character state code. 

A user may determine who is providing automated responses to driver’s license queries and 

who is a photo sharing participant by sending an Administrative Message to “NLOLNHELP.” 

12.4.1. Data Codes 

Codes used as input and/or output in the driver’s license query/response generally 

match NCIC formats and content. Please refer to Part II of your NCIC Manual for code 

translation and instruction. 

12.5. Examples 

Example 1: A driver’s license query by name, date of birth, and sex: 

 

Example 2: A driver’s license query by OLN: 

 

Example 3: A driver’s license response: 
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Example 4: A driver’s license query by region. The response will be a standard driver’s license 

response (DR): 

 

 

12.6. Driver’s Name-Only Query/Response (DNQ/DNR) 
DNQs allow users to search a state driver’s license files when an exact date of birth is not 

known. To send a driver’s name-only query, a user must enter the first and last name along with 

any of these optional fields: age, sex, city, town or village, county, special codes or numbers. 

Positive driver’s license responses may contain the address, sex, date of birth, physical 

description, social security number, driver’s license number, license type, restrictions, and/or 

status. 
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The other possible responses are: NOT ON FILE, FILE NOT AVAILABLE, TEMPORARILY 

UNAVAILABLE. 

12.7. Examples 

Example 1: A driver’s license query by name: 

 

Example 2: A driver’s license response by name: 
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13. Driver History Transactions (KQ/KR) 

13.1. Overview 
This section describes how to obtain driver history information by sending a driver history query 

to the state of record. Information may be requested either by the driver’s license number or by 

the name, date of birth, and sex. 

13.2. Driver History Query (KQ) 

Positive driver’s license responses may contain information including the driver’s name, address, 

date of birth, description, social security number, license type, restrictions, status, and license 

number. A driver history response may include an image if one was requested and is available. 

 

Other possible responses could include: NOT ON FILE, FILE NOT AVAILABLE, TEMPORARILY 

UNAVAILABLE. 

13.3. Query Requirements 

All inquires are in a fixed format. 

Only a single two-character state code destination address is allowed per inquiry. 

The driver history query format includes an optional image field. When this field is included in 

the inquiry with a “Y” as a value, the receiver should return an image if one is available. 

The driver history query format includes two additional optional fields – a purpose code field 

and an attention field. When used, these must follow the last required field and both are 

present in the given sequence. These fields may be required by some states before they can 

release driver history information. Currently, the states that require the purpose code field and 

the attention field be used are AK, AL, AZ, CO, CT, GA, HI, MD, MS, MT, NC, ND, NM, PA, VA, WA, 

and WY. 
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13.4. Query Notes 

Driver history queries on name may result in multiple hits. Only close matches (i.e., exact match 

on the last name and date of birth) should be returned. 

Utilize the states HELP file for additional DMV ORI information. 

13.5. Query Help 

To obtain an explanation or supplementary information on a state’s driver’s history file, a user 

may send an Administrative Message to xxOLNHELP, where xx=the two-character state code. 

A user may determine who is providing automated responses to driver history queries and who 

is a photo sharing participant by sending an Administrative Message to “NLOLNHELP.” 

13.5.1. Data Codes 

Codes used as input and/or output in the driver’s history query/response generally 

match NCIC formats and content. Please refer to Part II of your NCIC Manual for code 

translation and instruction. 

13.6. Driver History Responses (KR) 
Response formats are at the discretion of the responding state; however, states are urged to 

avoid special codes or phrases that may be foreign to out-of-state agencies. 

Responses to driver history queries will vary considerably depending on the responding states. 

13.7. Examples 

Example 1: A driver history query by name, date of birth, and sex: 

 

Example 2: A driver history query by OLN: 

 

Example 3: A driver history response: 
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14. Criminal History Record Information (IQ/IR, FQ/FR, AQ/AR & CR) 

14.1. Overview 

This section describes how Nlets users may acquire criminal history record information (CHRI) 

and CHRI-related information from state and local law enforcement and criminal justice 

agencies with a standardized, secure, and efficient method. 

This capability allows states that have automated criminal history systems to respond 

automatically (without manual intervention) to requests from other states over Nlets. Those 

states without automated systems should respond manually. 

The Nlets inquiries are used to retrieve criminal history records that are not presently available 

on NCICs Triple I system. They should never be used as a substitution for the Triple I system but 

rather as a secondary inquiry after the user has inquired on the Triple I system and received a 

NO RECORD response or the user has received a record but feels that there may be additional 

data on the state file. 
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Users may also access criminal records from the Canadian Police Information Centre (CPIC) using 

the IQ/FQ and an address of “CN.” Additional Queries (AQ) may also be sent to Canada. 

14.2. CHRI Inquiries and Responses 

This section provides an overview and details regarding the criminal history query by using three 

types of queries: IQ, FQ, AQ, and the corresponding responses: IR, FR, AR. Triple I responses 

from NCIC (CR) are included at the end of this section. 

Generally the identity query (IQ) will be used to request identification information on a subject 

using three different indices: name, social security number, or miscellaneous number. There are 

five combinations of the data elements that may be sent by the requestor. 

 

Responses will be returned and the requestor will select the desired record and submit a full 

record query (FQ) on the state identification number. The corresponding response will return 

the full record on file. 

 

The AQ will be used to request supplemental information not available through the normal 

IQ/FQ. It can also be used to request information from a local agency. This is a general free-form 

request for CHRI when all required data is not available. 
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14.3. Purpose Codes 

Nlets accepts purpose codes C, F, E, D, J, S, and X. These codes were created by NCIC for use on 

Triple I. They are defined as follows: 

 

14.4. Query Help 

To obtain explanatory or supplementary information on a state’s criminal history records, a user 

may send an Administrative Message to xxSIRHELP, where xx=the two-character state code. 

A user may determine who is providing automated responses to criminal history records by 

sending an Administrative Message to “NLSIRHELP.” 

14.5. Identity Query (IQ/IR) 

14.5.1. Query Requirements 

Identity queries may be sent to up to five two-character state codes. 

Full nine-character destination ORIs will cause rejection of the entire message. 

All identity queries should be answered by an identity response from the destination; 

however, if a state returns a full record, they may use a full record response. 

It is recommended that states leverage the JFT Interstate Criminal History Rap Sheet 

where applicable. 
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If one uses a format with more than one index (i.e., name, date of birth, and social 

security number or name, date of birth, and miscellaneous number) the responder 

should indicate which search element was used to search the file and which one, if any, 

produced the hit. 

Identity queries sent to Canada may only include name, date of birth, and sex. 

Race code is optional; however, when used, Nlets recommends that all states use NCICs 

standard race codes. Those states who do not use standard race codes should, on 

incoming identity queries, adjust incoming race codes to match their race codes so that 

accurate searched are made of their state file. 

If one wishes to request CHRI on a subject and does not have a full date of birth or a 

miscellaneous or social security number, the AQ message type should be used. 

If one of the three indices is available the IQ message type should always be used. 

14.5.2. Data Codes 

Codes used as input and/or output generally match NCIC formats and content. Please 

refer to Part II of your NCIC Manual for code translation and instruction. 

14.5.3. Response Requirements 

All identity queries should be answered by an identity response (IR) from the 

destination; however, if a state returns a full record, they may use a full record response 

(FR). 

Identity response formats may include inquiry data received in the IQ. 

It is recommended that states leverage the JTF Interstate Criminal History Rap Sheet 

where applicable. 

It is anticipated that states will respond with a single or multiple identity segments. 

The requestor will then submit a record request using the full record query (FQ) to 

request the record by SID or FBI Number. This is similar to the Triple I system. 

To avoid receiving multiple inquiries, a state that does not reply with an automated 

response should provide an interim message that will notify the requestor that the 

response will be delayed until a manual search can be conducted. 

The interim message should include the text of the inquiry received. 

14.6. Full Record Query (FQ/FR) 

14.6.1. Query Requirements 
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The purpose of this query is to retrieve a full record from a state. Normally this message 

will be used after an IQ has been sent and the requestor has reviewed the hits and 

made a selection. 

Only a single two-character state code is allowed as the destination because this is a 

State Identification (SID) query. 

FQs sent to Canada will use the FPS number rather than the SID. 

The State Identification Number (SID), Purpose Code (PUR), and Attention Field (ATN) 

are always required.  

The mailing address fields are optional. If any one of the fields, except for BLD, is 

present, all fields must be present. 

Utilize the image flag to request the images associated with the record. 

14.6.2. Response Requirements 

This message type must be used to respond to all FQ queries. 

Full record response formats must include all information received in the FQ starting 

after the TXT to the end of the message. 

To avoid receiving multiple inquiries, a state that does not reply with an automated 

response should provide an interim message that will notify the requestor that the 

response will be delayed until a manual search can be conducted. The interim message 

should include the query received. 

States should use the sending ORI of xxSIR0000, where xx=the two-character sending 

state code, for all FR messages. 

It is recommended that states leverage the JTF Interstate Criminal History Rap Sheet 

format when applicable. 

14.7. Additional Query (AQ/AR) 

The purpose of the AQ is to request supplemental or other information not available through 

the normal IQ/FQ. This includes requests for mailed records, photos, fingerprint cards, 

dispositions, special handling of the inquiry, inquiry when only a partial date of birth is known, 

etc. This message may also be used to request information from a local agency. 

14.7.1. Query Requirements 

This message is a controlled free-form text message. 

The purpose code field and the attention field are required fields. 

An AQ may be addressed to multiple two-character or nine-character ORIs. 
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When sending an AQ, only one subject per message is allowed. 

An AQ should never be used to access criminal history record information from a state 

bureau when adequate data for an IQ/FQ is available. 

When using an AQ to see additional information on a subject, use person descriptors 

with other relevant data (e.g., case number, booking number, SID, MNU, etc.) followed 

by a free-text request. 

If a mailing response is anticipated, include a complete mailing address. 

14.7.2. Response Requirements 

This message type should be used to respond to all AQs. AR messages must include, 

immediately after the TXT, the purpose code and requestor that were received in the 

AQ. 

Since this is a response to a non-standard or special request, the format is at the 

discretion of the sender provided it adheres to basic Nlets rules for message 

transmission. 

14.8. CR Responses 

This message type will only be used as a response to a Triple I record request. 

CR messages will include the letters “III” as the 3rd, 4th, 5th characters in the responder’s ORI. The 

remainder of the format will be at the discretion of the sending state. 

It is recommended that states leverage the JTF Interstate Criminal History Rap Sheet format 

when applicable. 

CR messages should not be used for responses to CHRI or related requests over Nlets. This is the 

purpose of the IR, FR, and AR message types. 

14.9. Interstate Identification Index (Triple I) 

This application involves the utilization of a national index housed at the FBI CJIS Division and 

state criminal history files. 

To obtain criminal history data using Triple I, inquire into the index over NCIC (QH) by name and 

personal identifiers. 

Following receipt of a response from the national index, submit an NCIC record request (QR) to 

NCIC on the FBI Number or SID Number for the record. 

NCIC will pass this request to the state of record who will normally respond via Nlets. This 

response will be a CR type message. 
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When assessing records from participating states, users will be receiving Triple I responses from 

them containing this unique ORI. 

If you receive a hit on a record from a non-participating state, a record that a state has not taken 

responsibility for, a federal offender file record, or a record as a result of an arrest in a foreign 

country, a response will be forthcoming from Triple I over NCIC. Under the above conditions, no 

response will be received over Nlets. 

For further information on this application, contact: 

 

14.10. Examples 

Example 1: Identity query by name, date of birth, and sex: 

 

Example 2: Full record query by SID: 

 

Example 3: Additional information query: 

 

Example 4: Identity response: 
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Example 5: Full record response: 
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Example 6: Additional information response: 

 

Example 7: Triple I response: 
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15. Hit Confirmation Transactions (YQ/YR) 

15.1. Overview 
This section provides information for implementation of the hit confirmation policy approved by 

the NCIC Advisory Policy Board. Nlets use is an integral part of this policy. 

Users may send a request for a hit confirmation on a record (YQ) to a state via Nlets. The 

destination agency will return a hit confirmation response (YR). 

Although a hit confirmation request relies primarily on the cooperation of the entering agency, 

the agency making the request also should provide sufficient information, in the proper format, 

to assure an efficient exchange of information. 

15.2. Requirements for Hit Confirmation Requests 

Requests for hit confirmation may be addressed to up to three nine-character ORIs. 

The decision for establishing priorities is ALWAYS made by the agency requesting confirmation 

and is a required field for all hit confirmation transactions. 

Do not include sets of data elements that do not pertain to the type of hit confirmation request. 

For example, if you are attempting to confirm a wanted person record, you should include only 

the required data elements plus name, date of birth, and sex. If you include other data 

elements, such as license plate or vehicle identification number for a wanted person type 

record, the message will be rejected by Nlets. 

Use the vehicle identification number (VIN) to identify an owner applied number on a vehicle. 

When sending a request for hit confirmation to Canada insert “NONE” in the NCIC field. 

15.3. Priority 

There are two levels of priority provided when requesting a hit confirmation over Nlets; urgent 

and routine. The response time and basis for assignment are described below: 

 

In both cases a response is defined as either confirming the record or providing a time when the 

record will be confirmed. 

The agency making the request should provide as much information, in the proper format, to 

assure an efficient exchange of information. This includes using the priority designation 

appropriately. 
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Agencies are encouraged to use the lower priority when an immediate response is not 

necessary. It will make the entire process more efficient and responsive. 

15.4. Notes 

At the beginning of the request for a hit confirmation and based on the request number, Nlets 

will insert this phrase: 

 

 

The request type field identifies the type of request that was made. 

The line in the inquiry identifying the records unique fields will vary depending on the type of 

record being confirmed. This is identified in the request type field. 

Nlets has inserted several phrases to make the hit confirmation readable. These include 

indication of first notice, priority, and the type of record being requested for confirmation. 

Nlets will translate the priority field to a plain English sentence, such as “URGENT! – RESPOND 

WITHIN 10 MINUTES.” Only the selection made will be displayed. The sender will always 

determine the priority. 

Nlets will edit all requests for hit confirmation for required data elements, field length, and 

allowable data within the fields. Editing will be similar to editing on vehicle registration queries 

(RQs) and driver license queries (DQs). 

15.5. Hit Confirmation Responses (YR) 

NCIC formats for data fields are used whenever possible.  

Nlets will insert this phrase at the beginning of a response: 

 

Nlets will translate the confirmation status field. 

The four permissible codes are: 

 



U s e r  P o l i c y  M a n u a l  | 73 

 

Only one status will be included in the message. 

15.6. Requirements for Hit Confirmation Responses 

The hour’s field is required when the confirmation status field is either “E” or “P.” 

Do not include sets of data elements that do not pertain to the type of hit confirmation request. 

For example, if you are responding to a request to confirm a stolen/felony vehicle, you should 

include only the required data elements plus the license plate number or vehicle identification 

number. 

If you include other data elements not in the stolen/felony vehicle set as either mandatory or 

option, the message will be rejected by Nlets. 

Hit confirmation responses from Canada will not have NCIC numbers. 

15.7. Notes 

The line in the response identifying the records unique fields will vary depending on the type of 

record being confirmed. This is identified in the request type field. 

15.8. Examples 

Example 1: Hit confirmation request by plate: 

 

Example 2: Hit confirmation request by VIN: 

 

Example 3: Hit confirmation request by name and date of birth: 
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Example 4: Hit confirmation request on a firearm: 

 

Example 5: Hit confirmation request on an article: 

 

Example 6: Hit confirmation request on security: 

 

Example 7: Hit confirmation request on a boat by registration: 

 

Example 8: Hit confirmation request on a boat by boat hull number: 

 

Example 9: Hit confirmation request on a vehicle part: 
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Example 10: Hit confirmation response: 

 

16. Parole, Probation, Corrections Transactions                                       

(PPQ/PPR, PBQ/PBR, PCQ/PCR, PAQ/PAR, CPQ/CPR) 
This section provides an overview and details regarding the parole, probation, and corrections 

query using one of five different indices: name/date of birth/sex, state ID number (SID), FBI 

number, social security number, or miscellaneous number (MNU) to a state and the 

corresponding responses. 

16.1. Overview 
To send a parole (PPQ), probation (PBQ), or corrections (PCQ) query or a query on all three files 

(PAQ), a user must enter one of five indices, as shown below: 

 

Positive sex offender registration responses may contain information, such as the items listed in 

the “Registration Response” section shown above. 

If no information is available, the state will return a NO RECORD response. 
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16.2. Query Requirements 

 

Some states treat this type of information as criminal history information and some do not; 

therefore, inclusion of the purpose code and attention fields is optional. 

If a state does not require the purpose code and attention fields and the parole, probation, or 

corrections query includes them, the state should ignore these fields and process the inquiry 

normally. The state HELP files should include information on this. 

It is not required that a state provide an automated response to a parole, probation, or 

corrections query. If a manual response is forthcoming the state should generate a message 

notifying the inquirer of this fact. 

Some states may not support a parole, probation, or corrections file. Nlets will reject the inquiry 

if a state does not support the file. 

All parole, probation, and corrections inquiries should be answered by the matching response 

message type. 

16.3. Query Help 
There are HELP files created for each state that will provide details regarding access, availability, 

and any idiosyncrasies of a state. More information on HELP files can be located in the Help Files 

Transactions section. 

16.4. Parole, Probation, and Corrections Inquiries 

The purpose code and attention field are optional. 

Nlets accepts the following purpose codes created by NCIC for use on the Triple I system: 
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16.5. Examples 

Example 1: A parole query by name, date of birth, and sex: 

 

Example 2: A probation query by name, date of birth, and sex: 

 

Example 3: A corrections query by name, date of birth, and sex: 

 

Example 4: A query of all three files by name, date of birth, and sex: 

 

Example 5: A parole query by state ID: 

 

Example 6: A probation query by state ID: 
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Example 7: A corrections query by state ID: 

 

Example 8: A query of all three files by state ID: 

 

Example 9: A parole query by FBI number: 

 

Example 10: A probation query by FBI number: 

 

Example 11: A corrections query by FBI number: 

 

Example 12: A query of all three files by FBI number: 

 

Example 13: A parole query by social security number: 

 

Example 14: A probation query by social security number: 

 

Example 15: A corrections query by social security number: 

 

Example 16: A query of all three files by social security number: 
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Example 17: A parole query by miscellaneous number: 

 

Example 18: A probation query by miscellaneous number: 

 

Example 19: A corrections query by miscellaneous number: 

 

Example 20: A query of all three files by miscellaneous number: 

 

Example 21: A parole response: 
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Example 22: A probation response: 

This example is too large for the document. To review the example, please go to the Nlets User 

Guide (WIKI) section 17. 

Example 23: A corrections response: 
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Example 24: A response of all three files: 

 

 

17. Sex Offender Registration Transactions (SOQ/SOR & SON) 

17.1. Overview 

An agency may request out-of-state sex offender registration records by using a sex offender 

registration query (SOQ). The SOQ message type will interrogate the destination state database 

and return with information on the subject or a notification of “NO RECORD.” 

The sex offender registration notification (SON) serves as a formal method for an agency to 

communicate with another agency regarding the relocation of a sex offender. 

This section provides an overview and details regarding the sex offender registration query and 

the corresponding sex offender registration response. 

To send a sex offender registration query, a user must enter one of five different indices: name, 

date of birth, and sex or state ID number, FBI number, social security number, or miscellaneous 

number. The user may request a photo image as an additional option. 
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Positive sex offender registration responses may contain information, such as the item listed in 

the “Registration Response” that follows below. A sex offender registration response may 

include an image if one was requested and is available. 

 

If no information is available, the state will return a “NO RECORD” message. 

 

17.2. Query Requirements 

Only criminal justice agencies authorized to access criminal records will be allowed to submit 

SOQs to Nlets. 

Some states treat this type of information as criminal history and some do not. Therefore, 

inclusion of the purpose code and attention filed is optional. 

If a state does not require the purpose code and/or attention fields and the response includes 

them, the state should ignore these fields and process the inquiry normally. The state HELP files 

should include information on this. 

It is not required that a state provide an automated response to an SOQ. If a manual response is 

forthcoming; however, the state should generate a message notifying the inquirer of this fact. 

The sex offender registration query format includes an optional image field. When this field is 

included in the query with a “Y” as a value, the receiver should return an image if one is 

available. 

Some states may not support a sex offender registration file. Nlets will reject the inquiry if a 

state does not support the file. 
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17.3. Query Help 

There are HELP files created by each state that will provide details regarding access, availability, 

and idiosyncrasies of a state. The Nlets “NLSOQHELP” file lists the states that support SOQs. 

17.4. Sex Offender Registration Inquiries (SOQ) 

Nlets accepts purpose codes of C, F, E, D, J, S, or X. These codes were created by NCIC for use on 

Triple I. They are defined as follows: 

 

 

17.5. Responses to Sex Offender Registration Inquiries (SOR) 

An SOR must be used to respond to an SOQ. 

Nlets will not duplicate response formats. 

State should utilize their state formats in the responses. Responses should be understandable. If 

there are codes or other state-specific information that may be difficult for an out-of-state 

reader to understand, this information should be included in the HELP files. 

17.6. Sex Offender Relocation Notification (SON) 
The Sex Offender Relocation Notification provides a means for an Nlets user to notify, in a 

formal, fixed format, another agency that a sex offender is relocating to their area. 

The “REMARKS” fields has been included to allow states to add additional information not 

already assigned a specific field. 

Although the sending agency may have additional information, this notification is meant to alert 

the agency to which the registrant is relocating. This agency is encouraged to contact the 

sending agency if additional information on the subject is needed. 



U s e r  P o l i c y  M a n u a l  | 85 

 

17.7. Examples 

Example 1: Sex offender query by name, date of birth, and sex: 

 

Example 2: Sex offender query by state ID: 

 

Example 3: Sex offender query by FBI number: 

 

Example 4: Sex offender query by social security number: 

 

Example 5: Sex offender query by miscellaneous number: 

 

Example 6: Sex offender response: 
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Example 7: Sex offender notification: 

 

 

18. Immigration Alien Transactions (IAQ/IAR) 

18.1. Overview 

The purpose of the Immigration Alien Transaction is to provide timely information on aliens 

suspected of criminal activity and status information on aliens under arrest. 

A query transaction (IAQ) searches multiple databases including NCIC and Triple I. 

The Law Enforcement Support Center (LESC) staff responds to the requesting law enforcement 

agency 24 hours a day, seven days a week. For additional information, direct requests to: 

 

The information may be used to assist with investigations, to provide identification and 

background data on subjects for correctional departments, and to notify ICE of a subject’s 

incarceration or placement on probation. 

All queries sent to the LESC must contain the required fields of information. Any optional 

information supplied in the query will increase the probability of finding a positive record and 

will enable a more informative response to be returned. 
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Response times will vary depending on the return of individual state criminal history information 

and the extensiveness of the query. 

Immediately upon receipt of an inquiry, a computer-generated message acknowledging receipt 

will automatically be returned to the inquiring agency. 

 

 

18.2. LESC Files 

The LESC searches multiple indices after receiving a query via Nlets. 

18.2.1. Central Index System (CIS) 

CIS is a centralized, computer-based information system that serves as the heart of 

USCIS support, both in areas of service benefits and law enforcement. The Central Index 

System contains data on the following: 

 Lawful permanent residents 

 Naturalized citizens 

 Violators of immigration laws 

 Aliens with Employment Authorization Document (EAD) information 

 Other for whom the Service has opened alien files or in whom it has a special 
interest 
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CIS provides several major capabilities, including searching the alien database by 

multiple criteria and by displaying summary level data on the alien. 

The major search keys are Alien Registration Number and Name. Variations of the name 

search are provided by allowing a direct search using an exact name or a Soundex 

search using a similar sounding name or an alias name. 

In addition, the name searches allow other identifying information as secondary search 

criteria, such as date of birth, country of birth, and files control office. Date of birth is 

the most often used secondary search criterion. 

18.2.2. Computer Linked Application Information Management System 

(CLAIMS) 

CLAIMS is an application processing system that provides information concerning the 

receipt, adjudication, and notification processes for applicants and petitioners of USCIS 

benefits, such as Employment Authorization Documents (EAD), Permanent Residency, 

etc. The current CLAIMS implementation combines several systems that support these 

processing requirements. 

This system also provides information on the current status of a pending application of 

the aforementioned USCIS benefits. 

18.2.3. Enforce Alien Removal Module EARM/EABM (ENFORCE) 

EARM/EABM (ENFORCE) provides information on the status and disposition of 

deportation cases. Information on the statistics and summary data representing cases 

by status type is also provided. 

Other activities include capturing deportable data, tracking aliens who are arrested, 

detained, or formally removed from the country, producing deportation forms and 

reports, making the information accessible online to deportation officers and other ICE 

users, and maintaining information on aliens detained by the Service and reporting on 

the activity. 

18.2.4. Treasury Enforcement Communications Systems (TECS SQ94) 

TECS SQ94 contains arrival, departure, and ancillary information pertaining to non-

immigrant aliens entering the United States. 

This system contains data on an individual’s status, identified individuals who may have 

over-stayed, provides statistical information to ICE managers, and provides for queries 

based on biographical, classification, and citizenship data. 

18.2.5. Student and Exchange Visitor Information System (SEVIS) 

SEVIS is the primary vehicle for identifying, locating, and determining the status or 

benefits eligibility of non-immigrant students and their dependents. It also contains 



U s e r  P o l i c y  M a n u a l  | 90 

 

information for non-immigrant exchange visitors. Data is captured from forms relevant 

to foreign students and are available for query. 

This data includes requests for extensions, change of status, transfers, and employment 

authorization. 

SEVIS also maintains records on approved schools, school officials, and current or past 

violations. 

18.2.6. Enterprise Citizenship and Immigration Services Centralized Operational 

Repository (eCISCOR (CLAIMS 4)) 

eCISCOR (CLAIMS 4) is a casework management system that tracks the naturalization 

process of aliens seeking United States Citizenship. The data is captured from forms and 

applications submitted by aliens. The data includes general biographical background 

information, addresses, processing dates, interview dates, and the disposition or current 

status of the application for U.S. Citizenship. 

18.2.7. Refugee, Asylum, and Parole System (RAPS) 

RAPS is a comprehensive case management system that tracks the refugee, asylum, and 

parole process of aliens in the United States. The information contained in the RAPS is 

obtained from forms, applications, and interviews with the alien. 

The case status is tracked throughout the cycle, showing the status of the alien at time 

of entry, and the completion of the process. 

The data includes general biographical background information, addresses, processing 

dates, interview dates, and information regarding the outcome of hearings. 

18.2.8. United States Visitor and Immigration Status Indicator Technology    

(US-VISIT) 

US – VISITs support the DHSs mission to protect our nation by providing biometric 

identification services to federal, state, and local government decision makers to help 

them accurately identify the people they encounter and determine whether those 

people pose a risk to the United States. 

18.2.9. Person Centric Query Service (PCQS) 

PCQS is a centralized CIS search engine the combines searchable information from the 

following databases: AR11, ATS-P (Entry/Exit), CIS, CISCOR, CLAIMS 3 M/F, CLAIMS 4, 

CPMS, DoS-CCD, eCISCOR-RNACS, ENFORCE, FD28, MFAS, NFTS, SEVIS, TECS-INCIDENT, 

TECS-NCIC, TECS-SQ11, TECS-XING, and US-VISIT. 

The data that is included is not all encompassing from the source databases and often 

requires further research. 
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18.2.10. Arrival Departure Information System (ADIS) 

ADIS provides information gathered from Advanced Passenger Information System 

(APIS), United States Visitor and Immigrant Status Indicator Technology Automated 

Biometric Identification System (US-VISIT IDENT), U.S. Visit Exit Processing, SEVIS, 

CLAIMS and CCD (Consular Consolidated Database).  

Under the basic search option using name and date of birth, ADIS is able to gather 

arrival and departure information for travelers entering or leaving the United States. 

18.3. Query Requirements  

All formatted inquiries must be sent to the LESC two-character address “AX.” 

All inquiries must contain at least the required information. 

Optional fields increase the probability of finding a match; however, there is no requirement to 

use all of the optional fields in order to get the one needed. Any optional information supplied 

in the query will increase the probability of finding a positive record and enable a more 

informative response to be sent. 

Nlets will perform the normal edits for required data, length, and content. 

18.4. Name Structure 

The usage of surnames from different countries can often be confusing. For example, Hispanics 

generally use both their father and mothers last name, giving them a double last name. The first 

name of this double last name is generally the most important name for record check purposes. 

If one does not know how to place these names in the name fields on an inquiry, misses could 

occur. 

Below is a short explanation of the construction of names often checked with USCIS, CBP, and 

ICE indices: 
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18.5. Query Help 

The LESC maintains a HELP file to provide additional information and may be accessed by 

sending an Administrative Message to AXSIRHELP.  

18.6. Responses  
The LESC will provide an automated acknowledgment notifying the inquiring agency that their 

inquiry has been received and is being processed.  The positive message acknowledgment will 

read as follows: 

 

The first part of each response will include the actual inquiry that was sent. This will enable the 

inquirer to match up their inquiry with its response. 

A summarization of information found during the search will be returned in a formatted 

response. 

The final segment of the response will be completed using the message “END.” This will denote 

that no other information on this inquiry is forthcoming. 

If additional information or clarification of a response is required, you may contact the LESC at 

VTICE0900 utilizing the standard Administrative Message format. 

Additional contact information may appear at the end of the LESC response regarding 

enforcement offices in the jurisdiction of the inquirer. 

18.7. Examples 

Example 1: Immigration alien query: 
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Example 2: Immigration alien response: 
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19. Road Weather Transactions (HQ/HR) 

19.1. Overview 
An agency may request out-of-state road and weather information by sending an inquiry (HQ) 

through Nlets to a participating state. A road/weather information file will be maintained by 

each participating state. Inquiries and responses are exchanged via Nlets similar to the way 

motor vehicle inquiries and responses are exchanged. 

The U.S. National Oceanic and Atmospheric Administration (NOAA) weather wire service 

transaction (HR) is also transmitted to the states via the Nlets network. This allows states to 

select between various weather data options that affect their state. The steps required to setup 

an account to the receive NWWS/Nlets messages can be obtained at 

http://www.nws.noaa.gov/nwws/nletsaccsetup.html 

The states participating in the Nlets Road/Weather Program may be obtained by sending an 

Administrative Message to the ORI “NXWTHHELP.” 

Should Nlets users choose to send weather inquiries to any of the states listed as not 

participating, they should not expect a response of any kind. This does not preclude requesting 

weather conditions for a specific community or area using an Administrative Message. 

19.2. Query Requirements 

Up to five two-character state codes are permitted per query. 

At the present time there is no fixed response format. 

If a state is unable to support automated responses, manual responses are acceptable. 

IMPORTANT NOTE – Each state’s road/weather file must contain enough information and must 

be updated often enough to be meaningful. 

19.3. Examples 

Example 1: Road/Weather query sent by a user: 

 

Example 2: Road/weather response sent from a state: 

http://www.nws.noaa.gov/nwws/nletsaccsetup.html
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Example 3: Road/weather message sent from the National Weather Wire: 
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20. Boat Registration Transactions (BQ/BR) 

20.1. Overview 
This section describes how to access out-of-state boat registration information by sending a 

query through Nlets to a state by boat registration or document number, boat hull number, or 

name and date of birth. A query can also be sent to the Coast Guard by sending a message to 

destination “CG” by boat name or Coast Guard Number. 

 

Other possible responses to a query are NOT ON FILE, TEMPORARILY UNAVAILABLE, or USER 

DOES NOT RESPOND TO MESSAGE TYPE – NLETS WILL NOT FORWARD TO xx, where xx=two-

character user code. 

20.2. Query Requirements  

Each registration query can be sent to up to five state or regional codes. 

The response to a boat registration inquiry is via an on-line direct interface database. A state 

that is unable to meet this format may return the information in a different format providing it 

is possible to be translated by an out-of-state recipient. 

20.3. Query Notes 

If a state wishes to request registration information it should, without exception, utilize the 

Nlets query formats. Usage should not be contingent on whether a destination state has an 

automated database on-line. 

Information within each inquiry provides the destination point with all information necessary to 

reply. 



U s e r  P o l i c y  M a n u a l  | 99 

 

Administrative messages should not be used in place of Nlets boat registration query formats 

unless there is additional information required that was not included in the reply. 

20.4. Query Help 

To obtain explanatory or supplementary information on a state’s boat registration file, a user 

may send an Administrative Message to xxBOAT000, where xx=the two-character state code. 

A user may also determine who is providing automated responses to BQ inquiries and who has 

HELP files by sending an Administrative Message to xxBASHELP, where xx=the two-character 

state code. 

20.5. Coast Guard Vessel Queries 

Coast Guard queries must be sent to destination “CG.” These queries are then run, by Nlets, 

against the public Coast Guard website. Nlets returns the result in a response (BR). Note that 

response times and data are subject to the accuracy and performance of the U.S. Coast Guard 

website across the internet. 

Positive responses from the Coast Guard will be in one of three formats: 

 A single hit, which will contain detailed data on the matching vessel 

 Multiple, detailed hits are returned when there are between two and twenty hits on a 
query, containing detailed data for each vessel 

 A hit list is returned with limited data when there are over twenty matching vessels 
found. A subsequent query can be made using the U.S. Coast Guard number returned in 
the hit list. 

20.6. Examples 

Example 1: Boat query by registration number: 

 

Example 2: Boat query by hull number: 

 

Example 3: Boat query by owner name: 
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Example 4: Boat registration response: 

 

Example 5: Coast Guard query by boat name: 

 

Example 6: Coast Guard query by Coast Guard Number: 

 

Example 7: Coast Guard full vessel data response: 
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Example 8: Coast Guard vessel list response: 

 

21. Bulk Cash Transactions (BCQ/BCR) 

21.1. Overview 
The purpose of the Bulk Cash Smuggling transaction is to identify persons and/or vehicles 

involved in the illicit transportation or smuggling of bulk currency or monetary instruments. The 

inquiry will provide basic identifying information to the National Bulk Cash Smuggling Center, 

where analysts and agents will search available Department of Homeland Security law 

enforcement databases and return positive or negative results based on the information 

provided. 
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The response will include information on the following: 

 The direction, date, and location of a person’s most recent border crossing 

 The direction, date, and location of a vehicle’s most recent border crossing 

 The value, if any, of the currency declaration made, if any, incident to the most recent 
border crossing 

 The existence of an investigative interest in the person and/or vehicle, and the point of 
contact information for the investigative record holder 

 A determination of whether the subject is legally or illegally present in the United States 

 Additional remarks relevant to the request, or to any of the above five categories of 
information 

This resource enables access to real-time data to Nlets members responsible for contraband 

interdiction and enforcement of federal, state, and local financial regulations and related 

criminal laws. All information obtained via the Nlets system may be used for criminal justice 

purposes only. Improper use could result in suspension or complete termination of Nlets access. 

21.2. Examples 

Example 1: Bulk cash smuggling query: 

 

Example 2: Initial response from AX (Bulk Cash Smuggling Center): 

 

Example 3: Bulk cash smuggling response: 
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22. Snowmobile Registration Transactions (SQ/SR) 

22.1. Overview 

This section describes how to access out-of-state snowmobile registration information by 

sending a query through Nlets to a state by snowmobile registration number, snowmobile 

vehicle identification number, or name and optional date of birth. 

 

To send a snowmobile registration query (SQ), a user must enter the snowmobile registration 

number, snowmobile VIN or Name and optional date of birth. Positive responses may contain 

the registration number, expiration date, VIN, owner’s name, date of birth, snowmobile color, 

year built, and power (engine size). 
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Users should recognize that although Nlets supports these three types of inquiries, states might 

not always be able to do so, especially by name and date of birth. 

Other possible responses to a query could be NOT ON FILE, TEMPORARILY UNAVAILABLE, USER 

DOES NOT RESPONSD TO MESSAGE TYPE – Nlets WILL NOT FORWARD TO XX (where XX = 2-

character state code). 

22.2. Query Requirements 

Each registration query (SQ) can be sent to up to five state codes. 

All inquiries are in a fixed format. 

22.3. Query Notes 

If a state wishes to request registration information it should, without exception, utilize the 

Nlets query formats. Usage should not be contingent on whether a destination state has an 

automated database online. 

Administrative messages should not be used in place of Nlets snowmobile registration query 

formats unless there is additional information required that was not included in the reply. 

22.4. Query help 
To obtain explanatory or supplementary information on a state’s snowmobile registration file, a 

user may send an Administrative Message to “xxSNOW000” where xx = 2-character state code. 

A user also may determine who is providing automated responses to SQ queries and has HELP 

files by sending an Administrative Message to “xxBASHELP” where xx = 2-character state code. 

22.5. Examples 

Example 1: Snowmobile registration query by plate: 

 

Example 2: Snowmobile registration query by VIN: 

 

Example 3: Snowmobile registration by owner name: 
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Example 4: Snowmobile registration response: 

 

23. Hazardous Material File (MQ/MR) 

23.1. Overview 

The purpose of this application is to provide Nlets users with online information on hazardous 

materials. 

The inquiry will be made on a four digit internationally recognized code called a “UN Number.” 

This number, normally found on a placard on the vehicle, will relate directly to the hazardous 

material therein. 

The response will indicate a variety of information including: 

 Chemical name 

 Personal safety precautions 

 General handling procedures 

 Disposal methods 

 Degree of hazard to public health 

 Availability of countermeasure materials 
 

The database will be housed and maintained by the Nlets system in Phoenix, AZ. The base file 

and updates will be provided to Nlets by the Department of Transportation and, with a few 

minor exceptions, will mirror the Department of Transportation’s Emergency Response Guide. 
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Although CHEMTREC does not have a direct link in this process, every response from Nlets will 

direct the user to contact CHEMTREC at 800-424-9300 if an actual emergency exists. CHEMTREC 

can provide one-on-one contact and may have additional and/or more detailed information on 

the chemical in question. 

23.2. Query Requirements 

Destination address MUST ALWAYS be the 2-character code “NL.” 

Queries by chemical name and rail car ID are currently not supported. 

23.3. Hazardous Material Information Guide 

The following information is provided by Nlets from data supplied by the U.S. Department of 

Transportation, Office of Hazardous Materials Transportation: 
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23.4. Examples 

Example 1: Hazardous material query by United Nations Number: 

 

Example 2: Hazardous material response based on the United Nations Number: 

 

Response continued on next page: 
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24. FAA/TECS Aircraft Registration System (ACRS) (GQ/GR) 

24.1. Overview 
The Aircraft Registration System (ACRS) is an online inquiry capability that provides information 

to Nlets users about commercial and private aircraft registered with the FAA. 

Nlets will run the query against the publicly available website 

http://registry.faa.gov/aircraftinquiry/NNum_Inquiry.aspx. Aircraft registration data is provided 

and maintained by the Treasury Enforcement Communications System (TECS). 

An agency may request an aircraft registration by sending an inquiry message (GQ) through 

Nlets to TECS. Information may be requested by three different identifiers: registration number 

(tail number), serial number (VIN), or name of registrant. 

 

24.2. Query Requirements 

A single 2-character address “FA” is used for all aircraft registration queries (GQ). 

24.3. Query Notes 

Queries may generate hit lists of up to 50 matches. 

Names are queried using last, first, and middle initial, while business names are queried with 

spaces between each name. 

All name queries are soundexed with the exact matches being at the top of the hit list. 

Upon receipt of the hit list of abbreviated information on each aircraft, the user must enter 

another query using the registration number that is displayed on each hit list entry. 

24.4. Examples 

Example 1: An aircraft registration query by registration number: 

http://registry.faa.gov/aircraftinquiry/NNum_Inquiry.aspx
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Example 2: An aircraft registration query by serial number: 

 

Example 3: An aircraft registration query by owner name: 

 

Example 4: An aircraft registration response from the FAA: 

 

25. Commercial Vehicle Information (ACQ/ACR, AVQ/AVR, DQ/DR) 

25.1. Overview 
This section describes how to access the Performance and Registration Information Systems 

Management File (PRISM). This system provides Nlets users with access to safety information on 

motor carriers and the vehicles that are assigned to those motor carriers. 
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Nlets users can access the PRISM Target File through an Nlets carrier status query (ACQ) or an 

Nlets vehicle status query (AVQ) to destination “FM.” 

Nlets user can access the FMCSA database by sending a driver license query (DQ) to destination 

“CL.” 

Users can also access the SaferSys database by sending an Nlets carrier status query (ACQ) to 

destination “CL.” 

25.2. PRISM Background 
The Federal Motor Carrier Safety Administration (FMCSA) of the U.S. Department of 

Transportation has developed the SAFER and PRISM systems. Each of the PRISM states receives 

a copy of the U.S. Department of Transportation’s Motor Carrier Management Information 

System (MCMIS) Census File from the SAFER system of the PRISM census file that is a subset of 

the MCMIS census file from the PRISM system. 

These files contain information on all motor carriers who have been assigned a U.S. Department 

of Transportation Number (DOT Number). 

One of the information items is a Motor Carrier Safety Improvement Process (MCSIP) rating, 

which is a 2-character code. The MCSIP step indicates a motor carrier’s safety status.  

PRISM states using PRISM files can download daily updates to the MCMIS census file. PRISM 

states also have the option of using a SAFER process named CVIEW (Commercial Vehicle 

Exchange Window) that provides daily carrier and IRP vehicle registration updates. 

For those states using PRISM files, the PRISM central site extracts motor carrier information for 

all motor carriers that are placed in the MCSIP. This PRISM carrier file is available for daily 

downloading from the PRISM central site. The PRISM state must then scan their IRP vehicle 

registration records for all vehicles assigned for safety to a MCSIP carrier and transmit the 

PRISM vehicle file to the PRISM central site each night. 

PRISM states using CVIEW will receive daily updates on carrier and IRP vehicle registration 

records and will provide updates on a daily basis to SAFER for all IRP vehicle registration 

changes. 

The PRISM target file data, along with the CVIEW vehicle data, are used to create the daily 

PRISM target file. 

25.3. FMCSA Background 
The Federal Motor Carrier Safety Administration has provided their Commercial Driver License 

Information System (CDLIS) to Nlets users. CDLIS supports the issuance of commercial driver 

licenses (CDLs) by the jurisdiction, and assists jurisdictions in meeting the goals of the basic 

tenet that each driver, nationwide, has only one driver license and one record. 
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CDLIS has operated in all 51 U.S. jurisdictions (50 states and the District of Columbia) since 1992. 

CDLIS consists of a central site and nodes at the Motor Vehicle Agencies (MVAs) of the 51 

jurisdictions. The central site houses identification data about each commercial driver registered 

in the jurisdiction, such as name, date of birth, social security number, state driver license 

number, AKA information, and current state of record. 

This information constitutes a driver’s unique CDLIS Master Point Record (MPR). Each MVA 

houses detailed information about each driver for which it is the state of record. This detailed 

information, called the driver history, includes identification information, license information, 

and a history of convictions and withdrawals. 

Up until now, motor carrier safety officers and other law enforcement personnel seeking 

commercial driver license information were required to query CDLIS through a web application 

provided by FMCSA. While this application is robust, it is generally accessed through a mobile 

data terminal equipped with a wireless cellular air card. These devices have proved to be costly; 

therefore, the service has not been available to all who need it. 

Nlets and the FMCSA have been working together to provide a solution that allows access by all 

Nlets users via their existing Nlets connections. Utilizing the existing Nlets driver license query 

(DQ), all authorized Nlets users may query the central CDLIS database. 

25.4. SaferSys 

In 2012 Nlets added the additional capability to query licensing and insurance data contained in 

the vehicle search, available at http://www.safersys.org. The capability benefits state users who 

currently have to disconnect from their trusted law enforcement networks in order to browse 

the web for resources, such as those available on the SaferSys site referenced above. After 

thorough review of the SaferSys site, the Nlets technical teams built a web scrape service 

capable of querying this data via the existing ACQ message key over the secure Nlets network. 

25.5. Carrier Status Query/Response (ACQ/ACR) 

This section provides an overview and details regarding the carrier status query and response. 

25.5.1. Overview 

An agency may request carrier information by sending the carrier status query (ACQ) to 

the PRISM central site target file where the information is stored. 

http://www.safersys.org/
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25.5.2. Query Requirements 

Carrier status queries are sent to the 2-character destination code “FM.” 

25.6. Vehicle Status Query/Response (AVQ/AVR) 

This section provides an overview and details regarding the vehicle status query and vehicle 

status response. 

25.6.1. Overview 

An agency may request vehicle information by sending the Nlets vehicle status query 

(AVQ) to the PRISM central site target file. Information may be requested by vehicle 

identification number (VIN) or by license plate number and license state. The PRISM 

target file will route the response back to the requestor. 
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25.7. Examples 

Example 1: Carrier status query by DOT number: 

 

Example 2: Vehicle status query by license plate and license state: 

 

Example 3: Vehicle status query by VIN: 

 

Example 4: Carrier status response: 

 

Example 5: Vehicle status response: 
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Example 6: A commercial query to CDLIS: 

 

Example 7: A commercial response from CDLIS: 

 

26. National Insurance Crime Bureau and National Vehicle Services 

26.1. Overview 

This section describes how agencies may utilize the resources for Insurance Crime and Lien 

Query as well as response message formats following a description of the NICB services. 

26.2. Background of NICB 

The National Insurance Crime Bureau (NICB), formerly NATB, is a crime prevention organization 

assisting law enforcement in the prevention, detection, and prosecution of the financial crimes 

of theft, fraud, and arson relating to personal property. 
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NICB maintains divisional offices in Atlanta, Chicago, Dallas, New York City, and Los Angeles. 

Branch offices are located in Boston, Detroit, and Houston. Each office can be reached directly 

via Nlets. The Eastern and Western division offices are open 24 hours a day, 7 days a week for 

urgent inquiries. 

NICB resources include a staff of strategically located special agents available to assist law 

enforcement in matters related to theft, fraud, and arson. 

 Each special agent is always on call to provide assistance to law enforcement in the 
identification of vehicles under investigations. 

 Special agents are highly qualified investigators and experts in identifying vehicles on 
which identifying numbers have been removed, changed, altered, or obliterated. 

 Special agents participate in training programs for law enforcement officers charged 
with the responsibility of theft, fraud, and arson investigations. 

 

NICB publishes manuals and software for assisting law enforcement in the investigation of the 

financial crimes of theft, fraud, and arson. 

VINASSIST is a personal computer-based software package that assists users in detecting and 

correcting VIN errors. Once a VIN has been corrected with VINASSIST, checking NICBs assembly 

and shipping records can verify it for accuracy. VINASSIST is available free of charge for direct 

requests via Nlets to NICBs Information Systems Division. 

NICB manuals include the following: 

 

Each publication is free of charge to law enforcement agencies. For more information, direct 

your request via Nlets to your local NICB region office or contact: 
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NICB maintains a rapidly expanding national and international index of more than 250 million 

records related to vehicles including manufacturer’s shipping and assembly, vehicles imported 

and exported, thefts, impounds, salvage, auction, pre-inspection, vehicle claim, rental, theft and 

theft recovery, and NCIC/CPIC cancels. 

To track a motor vehicle’s complete life cycle from birth to death, the database is designed to 

include vehicle liability, physical damage, and related homeowner claims. NICB files include data 

on passenger vehicles, multi-purpose vehicles, trucks, trailers, motorcycles, snowmobiles, 

construction and farm equipment, boats, and uniquely identifiable parts. 

26.3. Background of National Vehicle Service (NVS) 
NVS is an Illinois not-for-profit 501(c)(4) tax exempt corporation that is the only world-wide 

organization providing unique vehicle related theft/fraud and vehicle related data and 

technological assistance free to the law enforcement community. For a reasonable fee they also 

provide assistance to vehicle finance, insurance and rental car companies. 

NVS also offer vehicle impound, lien, online auction (eBay), OCRA (Mexican stolens), private LPR, 

and Junk/Salvage data at no cost to law enforcement agencies. 

The main contact for NVS is James Spiller, President & CEO, js.spiller@att.net 219-730-9945. 

 

26.4. NICB and NCIC Stolen Vehicle Entries 

NICB has a mirror image of NCICs stolen vehicle file. Every stolen vehicle entered on NCIC will be 

passed to NICB by NCIC. NICB will enter the record on their file and interrogate Impound (last 60 

days entries), Export, Auction, and International Index files. 

If a VIN match is made, the following message will be forwarded via Nlets Administrative 

Message to the entering agency: 

 

 

 

 

 

mailto:js.spiller@att.net
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26.5. NICB Query/Response 

NICB provides automated access to twelve different files: 

 

These files may be accessed via two distinct types of inquiries: 

One will access only the Impound and Export files (NIQ) and the other will access the other ten 

files listed above (NAQ). 

26.5.1. Impound/Export File Query (NIQ) 

This transaction interrogates the NICB Impound and Export files only. 

Impound responses indicate that the vehicle has been impounded but does not tell 

whether or not the vehicle was claimed or remains on the lot. 

 

 

An Export File response indicates that a vehicle has been exported out of the country 

but it does not indicate if the vehicle has been returned to the country. 
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26.5.2. Query Requirements 

Destination ORI for NICB queries is “NA.” 

Impound records will only be returned on an NIQ if the date of the impound is less than 

60 days from the date of the inquiry. 

Access to these files is for investigative purposes only. 

If no information is found on any of the twelve NICB files the following message will be 

displayed: NO RECORD NICB. 

26.6. All Files Inquiry (NAQ) 

This transaction interrogates all available NICB, NVS, MVFCB, and OCRA (Mexican stolens) files 

with one exception: 

If only a partial VIN is available the user may submit the last eight characters of the VIN. 

In order to identify the VIN as partial to NICB the user MUST preface the partial VIN by 

the word “PARTIAL.” 

For example, a partial VIN with the year 1990 would look like this: 

VIN/PARTIAL24657490 – Note that there is no space or separator between the word 

“PARTIAL” and the eight character VIN. 

When a partial VIN search is requested, only the Manufacturer’s Shipping File will be 

searched. 

The possible queries/responses are described below. If NICB has no information for a particular 

field, the field header will not appear on the response. 

26.6.1. Manufacturer’s Shipping File Query/Response (NAQ/NAR) 

Shipping responses indicate to whom, when, and where a vehicle has been shipped. 
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26.6.2. Salvage File Query/Response (NAQ/NAR) 

Salvage responses indicate that the vehicle has been damaged (cause of loss) and what 

the cash value was of the vehicle prior to the loss, the received value, and the appraised 

value. 

 

26.6.3. International Index Salvage Query/Response (NAQ/NAR) 

NICB maintains records of stolen or salvaged vehicles for Canada, Germany, France, and 

Sweden. NAQ inquiries will check this index and return any hits. Users should contact 

NICB if a hit is obtained on these records. 
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26.6.4. Auction File Query/Response (NAQ/NAR) 

Auction responses include those records that are processed through auction houses 

prior to the sale and sent to NICB. 

 

26.6.5. Pre-Inspection File Query/Response (NAQ/NAR) 

Pre-inspection responses occur when vehicles are run through an authorized inspection 

center in several states and pictures are taken of the vehicle including the VIN plate. The 

photos are then sent to a specific company for examination and then run through the 

NICBs VINASSIST program. If they do not pass this edit, these records are put into the 

NICB system. 

 

26.6.6. Vehicle Claims File Query/Response (NAQ/NAR) 

Vehicle claim responses contain information on physical damage to a vehicle. After the 

insurance adjuster or appraiser files his/her report, he/she sends a copy to a vendor 

used specifically for physical damage estimates. They in turn process the claim and 

forward it to NICB. By doing this, it will raise a red flag to the appraiser if a claim has 

been duplicated. 

26.6.7. Rental File Query/Response (NAQ/NAR) 

Several rental car agencies provide and maintain a complete inventory on the NICB 

system. When an impound or export is processed, it is automatically checked against 

this file. To qualify for entry on the NICB file, the vehicle must be added to a fleet, 

missing, never returned, located, or taken out of a fleet. 
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26.6.8. NICB Theft Record/Recovery Query/Response (NAQ/NAR) 

NICB receives approximately 400,000 theft records from its member agencies. While 

NCIC and CPIC active thefts are not available to law enforcement through NICB, member 

company thefts, both active and inactive, are displayed when querying NICB by VIN. This 

allows an agency to deal directly with the member company when appropriate. 

The recovery information mirrors the theft record except that vehicle recovery 

information is also displayed. 

 

26.6.9. NCIC/CPIC Canceled Record Query/Response (NAQ/NAR) 

NICB maintains NCIC canceled records online dating back to 1972. Rather than asking for 

an off-line search of NCIC records, a query to NICB provides an immediate response. 

Canadian Police Information Centre (CPIC) canceled records date back to 1996. Both 

NCIC and CPIC have authorized the release of canceled records by NICB. 

26.7. NICB Impound Program Add, Modify, Cancel 

States may enter impound records into the NICB Impound File via Nlets.  

At NICB, in addition to being added to their impound file, the VIN will also be compared to the NICB 

theft file. If a matching record is found, the hit is forwarded to the proper NICB division for 

processing. The entering agency will be contacted. 
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All new thefts are also checked against the impound file when entered. The impound records will be 

maintained and returned by NICB for a period of 60 days from the date received. 

There may be occasions where the VIN does not pass the NICB edits. In these cases quality control at 

NICB will review these and attempt to correct them. They will notify the sender of any corrections to 

the VIN. Moreover, if they are not able to correct them the entering agency will be notified. 

States also have the capability to cancel or modify their existing record. The modification transaction 

is normally used if a mistake was made in the entry process. The cancel transaction is used when the 

agency wishes to remove the record from the impound file. 

26.7.1. Add Impound Record (NEI) 

This transaction adds a record to the NICB impound file. 

When the impound record is successfully entered you will receive an acknowledgement 

message from NICB. 

If an error is made NICB will return an error message and the complete text of the entry. 

If there is a duplicate record on file you will receive a message from NICB noting the 

duplicate record. 

26.7.2. Modify Impound Record (NUI) 

To modify a field(s) in an existing impound record the user must include the NICB file 

number and the impound ORI on the record. If either of these does not match, the 

update will be rejected. 

When the impound record is successfully modified you will receive an 

acknowledgement message from NICB with a unique message key. 

26.7.3. Cancel Impound Record (NCI) 

This transaction will cancel an impound record on the NICB impound file. 

When the impound record has been successfully canceled you will receive an 

acknowledgement message from NICB with a unique message key. 

26.8. Help File 

NICB maintains a HELP file. It may be accessed by sending an Administrative Message to 

“NAADMHELP.” 

26.9. Status Fields 
Some manufacturers provide NICB with the status of vehicles, which have special circumstances 

pertaining to them. NICB then places a status condition into the status field. NICB may not have 

additional information regarding a status condition; therefore, if a vehicle has a status condition, 

NICB should be contacted. 
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Below is a list of status conditions and their definitions: 

 

If NICB has no information for a particular field, the field header will not appear on the response. 

26.10. Examples 

Example 1: A query for Impound/Export information: 

 

Example 2: A query of all files: 
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Example 3: An entry to the impound file: 

 

Example 4: A response from NICB on an impound file being added: 

 

Example 5: A modification to the impound file: 

 

Example 6: A response from NICB on a successful modification to the impound file: 

 

Example 7: A cancellation of a record in the impound file: 

 

Example 8: A response from NICB on a successful cancellation of an impound file record: 

 

Example 9: A response to an Impound/Export query: 
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Example 10: A response from all files: 
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27.      License Plate Reader Transactions (LPQ/LPR) 

27.1. Overview 
The purpose of the National License Plate Reader Sharing Program is to create a consolidated LPR 

repository across the United States to search and locate LPR data. This will enable the Nlets 

authorized user community to determine if any other contributing law enforcement agency has 

captured a vehicle’s license plate of interest. This solution will not only enhance law enforcement 

investigative capabilities, but it will also address homeland security vulnerabilities, particularly with 

regard to first responders. 

The initial source of LPR date for the Nlets national pointer system will be states and/or federal 

agencies that maintain their own LPR repositories. A subset of the base LPR data (called Meta data) 

will be extracted from these repositories and sent to Nlets for hosting in the national database.  

After the initial load, Meta data will continue to be sent to Nlets as new LPR read events are 

captured. This will keep the national pointer system up-to-date with the latest information. 

Law enforcement agencies, in states that have implemented the LPQ/LPR message keys, will then be 

able to query and obtain information about license plate read events stored in the national pointer 

system. 

Obtaining detailed information about an LPR read event will require two sets of LPQ/LPR message 

queries/responses. The first query will be sent to Nlets to search the Meta data database and return 

a set of candidates. This candidate set will provide the information necessary to issue a second 

query to the states or federal agency’s repository that will retrieve detailed information about the 

LPR read event.  

The benefits in using a national pointer system for LPR include sharing LPR information across 

jurisdictions nationwide, enabling law enforcement to more effectively distribute LPR information, 

and to provide a cost effective solution for managing and sharing LPR data. 

As stated above, the LPQ and LPR message keys will support two different data exchanges. The first 

LPQ will be sent to Nlets to query the national LPR pointer system where participating states have 

supplied Nlets with searchable LPR meta-data. This is known as the initial LPQ. The response (LPR) 

generated from this query will have a list of candidates that match the search criteria including the 

unique data capture event number and the location where the image and additional information is 

held. 

The second LPQ is sent directly to the state housing the detailed LPR data and uses the unique event 

number to access additional information associated with the specific data capture event. This is 

known as the LPR detail query. The detail response (the second LPR) will contain information about 

the data capture event including the LPR image if requested. 
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**Note – an LPQ will need to be generated for each candidate of interest from the candidate list. If 

there are five candidates of interest, then five LPQs will need to be generated. 

 

27.2. Help File 
A HELP file of frequently asked questions can be obtained by sending an Administrative Message to 

“NLLPRHELP.” 

27.3. NVS LPR Overview 

National Vehicle Services (NVS) working with Locator Technologies has partnered with an additional 

LPR company (PRA) to provide law enforcement agencies access to a centralized repository of LPR 

data from private mobile and stationary LPR readers. The companies collecting these reads include 

towing and repossession companies, parking lots, garages, and toll way systems. Law enforcement 

agencies may utilize this information at no cost to augment and/or initiate criminal investigations. 

NVS also supports the Nlets “RQ” message key to query their LPR database. Nlets users, in addition 

to being able to query the CBP border crossing LPR database via destination “NA,” can now also 

send “RQs” to destination “VS” to query NVSs database containing nearly 900 million LPR reads with 

30 million being added per month by two data partners. 

In addition to allow law enforcement agencies access to the database, NVS proactively searches the 

database against the stolen vehicle file provided by the FBI. Knowing the location of a stolen vehicle 

prior to or shortly after its theft will greatly enhance law enforcement’s capabilities. 

A positive response to a query will be similar to the following example: 
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27.4. Help File 

A HELP File for NVS can be obtained by sending an Administrative Message to “VSADMHELP.” 

27.5. CBP LPR Overview 

License plate readers were initially installed by the United States Customs and Border Protection 

(CBP) to develop and track movement of vehicles as they crossed through the ports of entry along 

the southwest border between the United States and Mexico and the northern border between the 

United States and Canada. 

One of the benefits of the license plate readers is their effectiveness relating to vehicle theft 

initiatives regarding stolen vehicles entering and exiting the United States. Because of their benefits 

of providing investigative information regarding stolen vehicles, CBP agreed to provide NICB the raw 

LPR data as a tool in its efforts to prevent and investigate vehicle theft and insurance fraud. 

The NICB in cooperation with the United States Customs and Border Protection and the 

International Justice and Public Safety Network (Nlets), added an RQ transaction that will provide 

the capability to initiate a license query to NICB against the LPR file. 

An RQ transaction is sent with the license plate of interest to destination “NA” as the state 

designator for NICB. *Note – The RQ does allow for a ten character license plate but the LPR records 

only capture eight characters; therefore, if a nine or ten character RQ is received a search will be 

conducted only on the first eight characters. 

NICB will respond with an RR message consisting of the following information: 

 

Not all border crossings contain readers. The borders that do have readers are based on priorities 

established by CBP. Not all 50 state plates are recognized by the readers. The LPR software is 

programmed to read plates from the states that represent the largest percentage of border 

crossings at a specific location. Some of the readers are programmed to read plates from Mexico 

and Canada. LPR data is maintained for twelve months. At the thirteenth month the first month’s 

data is dropped from the file. 
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If a query gets multiple hits the RR message will contain no more than seven hits. If there are more 

than seven hits a message will be sent stating “message 1 of x.” There is no limit on the number of 

hits that may be received. 

27.6. LPR from NVS and CBP 

If a user would like to receive information from both NVS and CBP from a single vehicle registration 

transaction (RQ) the destination “LP” should be used instead of “NA” or “VS.” 

27.7. Examples 

Example 1: A license plate reader list query: 

 

Example 2: A license plate reader detailed query: 

 

 

28.      National Drug Pointer Index System (DEX/DEA, DUX/DUA, DRX/DRR, 

DTX/DTR) 

28.1. NDPIX Background Information 

NDPIX is managed by the Drug Enforcement Agency (DEA) and operates at the Department of 

Justice computer center in Rockville, Maryland via a secure communication connection to the Nlets 

network and is available 24-hours a day, seven days a week. 

NDPIX provides automated response Point of Contact (POC) information on active cases to state, 

local, and federal law enforcement agencies. Records are kept in the database for 180 days and then 

purged unless updated or renewed. Entry makers have the option of requesting lists to their records 

in the database. 

To participate in this program a law enforcement agency signs a Participation Agreement with the 

DEA and, in return, the DEA assigns NDPIX user IDs and passwords. 

Agencies interested in learning more about this application should contact DEAs NDPIX Support Staff 

at 800-276-5558. They will provide brochures, participation agreement information, and answer 

additional question on NDPIX. 

Processing of NDPIX transactions includes the following basic operations: 
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28.2. Overview 

The National Drug Pointer Index system uses several transaction types as presented below: 

 

 

 



U s e r  P o l i c y  M a n u a l  | 133 

 

28.3. Query Requirements 

NDPIX has a test file and a production/live file: 

 

There is additional information on the test system in a kit that is provided by the DEA. 

When an entry is made the system performs two primary functions: 

 Enters the data onto the file, and 

 Searches the existing file for similar subjects and dates of birth 
 

*Note – All responses may have a message appended indicating “ARMED AND DANGEROUS.” This 

has been included for officer safety reasons. 

28.4. Error Messages 
When an error is detected, NDPIX will return the entire text of the message and identify the fields 

found to be in error. 

Below is a listing of the possible error messages that may be returned by NDPIX when a record is 

entered: 
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28.5. Matching Record(s) Responses 

Using the data in the entered record, NDPIX will scan the existing file selecting records that match 

several key fields in the entered record. 

These include, but are not limited to, FBI number, SSN, Name, other personal identifiers, address 

information, etc. They will notify both the owner of the record and the entering agency of the 

match(s). 

28.5.1. Match Notification Messages 

Each match notification record will include the following data: 

 

*Note – Case number is returned to the owner of the record and not to owners of any 

matching records. 

Each matching database record is sent by NDPIX to the entering agency as a separate 

message from NDPIX. For example, if the entered record matches ten records on the 

NDPIX database, the entering agency will receive ten messages. Each owner will receive 

corresponding notifications. 

Notification of a successful entry when no match is detected will include the following 

data: 

 

NDPIX will also notify the owner of the matched record on the database of the fact that 

a similar record has been entered. This notification will include the following data: 
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NDPIX sends match notification message for only the first 50 matches. 

Below are the possible messages that the user may receive after the entry has been 

completed and the file has been searched: 

 

*Note – When an entry is successfully processed, a renewal date is returned with the 

entry acknowledgement message. 

28.6. Updating an Existing Record 
Users have the ability to update any field in a record except the NDPIX number and the entering 

agency ORI by sending an update transaction (DUX). 

It is important to recognize that an update of a record renews the record. In other words, the purge 

date is recalculated to occur 180 days from the date of the update. 

The only mandatory data elements in this transaction are the NDP number assigned by the system, 

user ID, password, target name, alias, or moniker. 

NDPIX will respond with either a standard error message or one of the responses described in the 

section below. 

28.6.1. Responses to Updating an Existing Record 

 

 

28.7. Renewing an Existing Record 

NDPIX purges records after they have been in the database for 180 days from the date of record, 

unless either renewed or updated. 
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To renew the record, the record owner submits a DRX transaction. 

28.7.1. Responses to Renewing an Existing Record 

The following responses may be sent from NDPIX to acknowledge a renewal request: 

 

28.8. Notifications on Record Purges 

NDPIX holds entries in its database for 180 days after which they are purged. 

The purge clock is reset if the record is either renewed of updated. 

The system performs this aging and purging operation on a once-per-day basis. NDPIX will notify the 

entry maker of pending record purges 30 days and then 15 days before the record is purged. 

The following data elements will be included in the purge message: 

 

28.9. NDPIX Reports 

In addition to points of contact messages, NDPIX offers supplemental information to its participants. 

Some of this information is provided directly over the Nlets network while other information is 

provided off-line in response to written requests. 

The range of information includes: 

 Copies of one’s own records currently in the database 

 Copies of audit records created by NDPIX on their entries 

 Copies of their membership data 

 Copies of operating statistics maintained and published by NDPIX 
 

Requests for larger volume lists, such as an investigative unit, an entire law enforcement agency, or 

other multiple user ID selections are submitted to the DEAs Intelligence Division. 

Responses on larger requests are recorded on diskette or tape cassette and delivered via the United 

States Post Office. 
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28.10. Copies of Database Records 

Participants may request copies of their records in the database. Security and data volume 

considerations require that there be two categories of this reporting: 

 Those that are submitted and responded to as NDPIX messages (online requests) 

 Those that are submitted via contact with the DEAs Intelligence Division and satisfied via 
U.S. Mail (offline requests) 
 

28.10.1. Online Requests 

An individual may request copies of all records for which he/she is the originator.  

Returned database records will contain only mandatory fields. 

To receive a copy of all the records originating from an ORI, the requestor enters an ORI 

to signify to NDPIX that the request is ORI based. The requestor has the option to enter 

a case number in order to minimize record output. 

Where the search finds no records matching either the requested user ID or ORI, NDPIX 

responds with the following message: 

 

28.10.2. Offline Requests 

Offline requests are submitted to the DEAs Intelligence Division. Results, written on 

diskette or tape cassette, are sent to the requestor via the U.S. Mail.  

This offline processing of requests services to minimize the risk of compromising the 

security of NDPIX data and also helps to prevent overburdening the communication 

lines serving the system. 
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The following types of lists are available: 

 All records for multiple user IDs 

 All record for multiple ORIs 

 All records for a Point of Contact within one’s agency 

 All records for an investigative unit 

 All records for a law enforcement agency 

28.11. Copies of Audit Records 

NDPIX will provide this data only to individuals designated by the Chief of the law enforcement 

agency as authorized to receive such data. Request for copies of NDPIX audit records are directed to 

the DEAs Intelligence Division. 

Responses to such requests will be recorded on either diskette or cassette tape and send via the U.S. 

Mail. 

28.12. Statistical Reports 

NDPIX maintains a database of data quality assurance statistics from which it produces daily and 

monthly reports. Monthly reports are available to participating law enforcement agencies and are 

distributed by mail. Copies of sample reports are available for review by contacting the DEAs 

Intelligence Division. 

Selections may be based on: 

 Law enforcement agency 

 Investigative unit 

 ORI 

 User ID 

28.13. Registration Data 
The NDPIX Participant Register maintains membership data on the law enforcement agencies that 

are enrolled in NDPIX. 

The register contains: 

 Agency name and address 

 Names and telephone numbers of key agency officials 

 ORIs and user IDs of individuals authorized to use NDPIX 
 

Member agencies direct requests for copies of their Registry data to the DEAs Intelligence Division. 
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28.14. Examples 

Example 1: A query to enter data into the NDPIX system: 

 

Example 2: A response to enter data into the NDPIX system: 

 

Example 3: A query to modify a record in the NDPIX system: 

 

Example 4: A response to modify a record in the NDPIX system: 

 

Example 5: A response to request a NDPIX record: 
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29.      Concealed Weapons Permit Information (CWQ/CWR) 

29.1. Overview 
This section describes how Nlets users may exchange concealed weapon permit information 

between state, local, and federal law enforcement and criminal justice agencies. 

The purpose of the concealed weapons permit information system is to provide a standardized, 

secure, and efficient method for states that have automated concealed weapon permit systems to 

respond automatically (without manual intervention) to requests from other states over Nlets. 

Those states without automated systems should respond manually or notify Nlets of their inability 

to participate. In these cases Nlets will return a standard “not available” response. 

An agency may request out-of-state concealed weapon permit information by submitting a fixed 

format query to the state of record. The query (CWQ) may be on name and date of birth, the permit 

number, or social security number. A user may include some or all of these elements but should 

clearly understand that each search element may generate a separate query, depending on the 

capabilities of the state. 

A response (CWR) will be returned with the notification that a permit does or does not exist, its 

status, and a description of the owner. 

 

29.2. Query Requirements 
CWQ messages may be sent to only a single 2-character state code. If the full 9-character 

destination ORI is used it will cause a rejection of the entire message. 

One of the following elements must always be present in a request: 

 Name and Date of Birth 

 Social Security Number 

 Permit Number 
 

Users of this system must also recognize that each state will deal with the searching of their 

database in their own way. For example, some states may not support a search of the social security 

number. Others may support this but not the permit number. 
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29.3. Query Help 

Details on the unique way states will search their concealed weapons file may be found in their HELP 

file. The way to obtain this record is to send an Administrative Message to a 9-character ORI where 

the first two characters is the state code followed by “xxGUNHELP.” 

For example, to access Indiana’s HELP file the destination ORI address would be “INGUNHELP.” 

A list of states participating can be found by querying “NLGUNHELP.” Below is a copy of the 

“NLGUNHELP” file taken from the system July of 2013: 

 

29.4. Examples 

Example 1: Concealed weapons query by name and date of birth: 
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Example 2: Concealed weapons query by social security number: 

 

Example 3: Concealed weapons query by permit number: 

 

Example 4: Concealed weapons response: 

 

30.      Wildlife Violation File (WLQ/WLR) 

30.1. Overview 

The purpose of this system is to provide a standardized, secure, and efficient method for Nlets users 

to exchange wildlife violator information primarily between conservation officers and, secondarily, 

between state, local, and federal law enforcement and criminal justice agencies. 

This capability allows states with automated wildlife violator systems to respond automatically 

(without manual intervention) to requests from other states over Nlets. States without automated 

systems should respond manually. 

An agency may request out-of-state wildlife violator information by submitting a fixed format query 

to the state(s) of record. The query may be on name and date of birth or social security number. 

A user may include both of these search elements but should clearly understand that each search 

element may generate a separate response, depending on the capabilities of the state. 

Responses will be returned with the violator information or contact information. The requestor will 

review the response and contact the agency of record if more details are needed. 
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30.2. Query Requirements 

Up to five 2-character destination ORIs are allowed. 

The wildlife officers must have a method of accessing Nlets through the state law enforcement 

system. 

The state must perform the necessary programming to accept and process the wildlife inquiry and 

response format that will facilitate the exchange of this information. 

The state should have a plan for providing automated responses to wildlife violator inquiries. 

Recognizing that states may be in various levels of development of these files, automated responses 

are not a requirement. All states are encouraged to implement, or be in the process of 

implementing, this capability. 

30.3. Wildlife Crime Information Query Purpose Codes 

The purpose code indicates the purpose of the inquiry. The following purpose codes are permissible: 

 

30.4. Examples 

Example 1: Wildlife violation query by name and date of birth: 

 

Example 2: Wildlife violation query by social security number: 
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Example 3: Wildlife violation response: 

 

31.       Communicating with Canada (WQ/WR, VQ/VR, UQ/UR, XQ/XR, CAQ/CAR, 

CGQ/CGR, CSQ/CSR, CBQ/CBR, IQ/IR, FQ/FR, AQ/AR) 

31.1. Overview 

Nlets supports a computer-to-computer interface to Canada for the purpose of exchanging criminal 

justice and criminal justice related information. Through this interface, a variety of information is 

available. 

It is important to understand that Canadian information is provided from several sources. The 

Canadian Police Information Centre (CPIC), a system somewhat similar to FBI/NCIC, is providing hot 

file, vehicle registration, and driver license status information for several provinces and the two 

territories that do not maintain their own vehicle registration and driver license files. 

Those provinces that maintain their own files provide their vehicle registration and driver license 

information directly. *Note – driver license status information comes directly from CPIC. 
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As a part of the interface, users within Canada also will be obtaining information from users in the 

United States. Since requests from Canada will conform to formats currently in use, states must be 

able to accept and send to Canadian ORIs. 

31.2. Policy for User of Information from Canada 

The CPIC has both confidentiality and dissemination policies regarding the use of the information 

they provide. Their CPIC Policy Manual (Chapter 1.2, Section 7, Paragraph 7.1) states: 

 “Information contributed to, stored in, and retrieved from CPIC is supplied in confidence by the 

originating agency for the purpose of assisting in the detection, prevention, and/or suppression 

of crime and in the in the enforcement of the law. This information must be protected against 

disclosure to unauthorized agencies or individuals.” 

Paragraph 7.1(a) further states: 

“CPIC printouts or copies therefore pertaining to persons, vehicles, marine, and property files in 

the investigative data bank shall be disseminated only to those agencies approved by the CPIC 

Advisory Committee.” 

Regarding this interface, CPIC provides information but requires that the states restrict access to 

criminal justice agencies for criminal justice purposes. The only exceptions are those agencies or 

categories of agencies that have been specifically approved by CPIC to access their files through 

Nlets. These restrictions are nearly identical with those the states currently have in place for 

controlling access to criminal history information over Nlets by their users. 

Finally, per Canadian policy, under no circumstance shall any data be released outside the criminal 

justice system without specific written approval of the CPIC Advisory Committee. 

31.3. Types of Information Available 

The general types of information available fall under the following categories: 

 Persons 

 Vehicles 

 Driver License 

 Vehicle Registration 

 Articles 

 Guns 

 Securities 

 Boats 

 Criminal History 

 Administrative 

 ORI Tables 

 HELP 
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31.4. Offline Searches 

The “CPIC offline search” refers to the method of processing and searching CPIC records in an offline 

computing environment independent of the CPIC computer system. Whenever the query capability 

of the CPIC system cannot be used to search the CPIC database for known partial descriptions of 

persons, property, vehicle, boat or boat motors, a request for an offline search can be submitted to 

the Support Services Unit, CPIC Secretariat Branch, CPIC Services, Informatics Directorate, RCMP 

Headquarters in Ottawa (ORI IC9000200). 

The Support Services Unit maintains a series of programs to search all CPIC database records. These 

programs compare the partial description information available for possible matching or close 

similarity to data already stored on the system. Output from these offline search programs provides 

results in the form of listing, which are forwarded directly to the requesting law enforcement 

agency. 

The following components of the CPIC database can be searched in an offline environment: 

 All fields identified on the CPIC records pertaining to the persons, property, vehicle, or 
marine files can be searched for partially known descriptive information. 

 Computer tapes that record all query transactions performed by all Nlets users on the CPIC 
can be searched to determine location and movement of persons and vehicles. These 
logging tapes are held for a three year period and any timeframe within the three years can 
be requested for an offline search. 

 Computer tapes that record all administrative type message dispatched by all agency ORIs 
can be searched for a three year period. 

 Registered owner information stored on the centralized CPIC Registered Owner files for 
Saskatchewan, Manitoba, New Brunswick, Prince Edward Island, Nova Scotia, 
Newfoundland, Yukon, and Northwest Territories can be searched for partial descriptions of 
vehicle and license. Computer tapes for the Alberta Registered Owner file are available for 
similar processing. Listings can be sorted by field, such as make, model, year, or postal code. 

 Records on criminal record synopsis and criminal name index tapes contain all persons with 
criminal records and can be searched for partial or a range of descriptions on height, weight, 
age, marks and tattoos. Listings can be sorted by any of these fields. 
 

31.4.1. Offline Search Consultants 

For advice and consultation on requesting offline searches contact the CPIC Support 

Services Unit at ORI IC9000200. 

31.4.2. Priority Levels 

The requesting agency must assign a priority level to each offline search requested. 

Support Services will attempt to provide results within the following timeframes: 

 URGENT – within six hours. The request is usually for information that is sought 
on major criminal investigations. 

 ROUTINE – overnight or the next working day 
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31.4.3. Hours of Operation 

The Support Services Unit (IC9000200) is staffed during normal working hours (Ottawa 

time). After normal working hours this ORI is placed on alternate route to the CPIC 

Computer Room, thus providing 24-hour capability to process urgent operational offline 

search requests. 

31.4.4. Offline Search Procedures 

To request an offline search of the person, property, marine, vehicle, criminal 

record/criminal name index or vehicle registration/driver license files stored at CPIC 

Ottawa, contact the Support Services Section, CPIC Services, RCMP Informatics 

Directorate at ORI IC9000200. 

If you do not receive acknowledgment of your request from Support Services within 24 

hours of the next working day, contact IC9000200 again for confirmation of receipt. 

31.5. Manual Intervention Policies 
Due to the unique nature of this international interface there are a few instances where there may 

be manual intervention as a result of sending messages to Canada. This intervention is a 

requirement of either Canada or INTERPOL. 

Below are a description of the existing applications and the level of manual intervention: 

 

31.6. General Rules 

The following are general rules that users must follow when communicating with Canada. 

31.6.1. Canadian Addressing Code 

All codes are nine characters with the first two characters representing the province or 

territory and the last two characters are zero. 

Note that although NCIC has assigned ORIs to Canadian agencies, these are not always 

used by Canada for this interface. These codes are listed in Canada’s ORI File call 

SAFEFILE. It is accessed using the Nlets TQ message. At present, you cannot access 
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Canada ORIs by location. Inquiries can be done by ORI only. Use the 2-character code 

“CN” as the destination address for the TQ message. 

31.6.2. Message Size 

Maximum message size is 14,400 characters per message. 

31.6.3. Special Requirements 

There are a few special requirements imposed by the international nature of this 

interface. Every fixed format hot file inquiry directed to Canada must have a reason 

code that indicates the general purpose of the request. The following is a list of the 

authorized reason codes: 

 

31.7. Persons File General Information (WQ/WR) 

This information is provided by the CPIC file. It will include a variety of records, some not normally 

available from their United States counterpart, FBI/NCIC. 

Users should also be aware that they may receive records associated with a person record. These 

may reference vehicle, guns, securities, or boats and will be appended to the person record. 

Note the following important requirements for person file transactions with Canada: 

 

31.7.1. Types of Person Information Available 

Below are the different types of information that are available to Unites States users 

from the CPIC persons file: 

 Wanted 

 Charged 
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 Prohibited 

 Paroled 

 Probation 

 Refused 

 Observed 

 Missing 

31.7.2. Persons File – Wanted (WANT) 

This refers to a person who is arrestable and/or for whom a warrant has been issued. 

Persons wanted by provincial warrants, Canada-wide warrants and extraditable 

warrants are recorded in this file. 

31.7.3. Persons File – Charged (CHGD) 

This refers to a person against whom legal proceedings have commenced in relation to a 

criminal code offense or an offense under a federal statute, which is waiting final 

disposition, including any appeal, and for who a warrant to arrest is not in force for that 

offense. 

31.7.4. Persons File – Prohibited (PROHIB) 

This refers to a person against whom an Order of Prohibition is in effect with regard to 

liquor, firearms, vehicle driving, boat operation, hunting or any other court or statute-

imposed prohibition. 

*Note – Individuals with revoked/suspended licenses will be returned as this type of 

record by CPIC; however, British Columbia keeps their own status information; 

therefore, on a WQ no status information will be provided for British Columbia licenses. 

31.7.5. Persons File – Parole (PAROL) 

This refers to a person who has been convicted of a criminal offense and has been 

released on parole, day parole, life parole, mandatory supervision, or temporary 

absence over 24-hours from a federal penitentiary. 

31.7.6. Persons File – Probation (PROB) 

This refers to a person who has been convicted or found guilty of an offense and: 

 Has been given a suspended sentence, or conditional discharge under section 
736(1)CC, or 

 Has been released on probation, or 

 Has been placed on peace bond, recognizance, or restraining order, or 

 Is a young offender who is in open custody 

31.7.7. Persons File – Refused (REF) 

This category has been incorporated into the CPIC file to meet the requirements of the 

Firearms Legislation of the Criminal Code. It is used to record data on a person who: 
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 Has been refused the issuance of a Firearm Acquisition Certificate (FAC), or 

 Has been refused the issuance of a Firearm Registration Certificate (FRC), or 

 Had an FRC revoked 

31.7.8. Persons File – Observation (OBS) 

In the event a person is reported as being under observation, that no action based on 

this information and do not divulge the existence of this information to any non-criminal 

justice personnel. 

This category is used to record data on a person who is: 

 Suspected of committing criminal offenses and sufficient information is not 
available to prosecute, or 

 Known to be dangerous to himself/herself or to others, or 

 Involved in a serious criminal investigation and confidential information as to 
his/her whereabouts is required 
 

Only observation records containing information about an individual that may pose a 

danger to an officer will be returned to the inquirer. Other types of observed records 

that are kept merely for surveillance purposes will not be provided to the inquirer. 

There may be instances where a silent hit occurs. This means that the agency that 

entered the record will be notified that you inquired on the record but you will receive a 

no hit response message. In some instances the agency may contact you regarding your 

inquiry. 

31.7.9. Persons File – Missing (MISS) 

This refers to a person that has been reported missing, who has been 

admitted/committed to a mental institution or hospital psychiatric ward and has left 

without permission or formal discharge, or for whom a police agency has undertaken to 

assist in locating on compassionate grounds. 

31.7.10. Person File Query Requirements (WQ) 

The destination code “CN” must be used. 

The person file inquiry transaction (WQ) must include name, date of birth, sex, reason 

code, and person/property code. 

31.7.11. Person File Response (WR) 

The inquirer will receive either a hit or a no record response from the CPIC persons file 

as a result of the inquiry. 

In the past, INTERPOL Ottawa handled the hit confirmation process; however, this has 

changed. All hit confirmation on person (or any other hot file hits from Canada) must be 
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handled as any other hits. That is, the inquiring agency will contact the entering agency 

just as they do with NCIC. 

31.7.11.1. Persons File – No Record Response 

This occurs when no matching record was found in the Canadian file. 

31.7.11.2. Persons File – Possible Hit 

If a possible hit has been made on the Canadian person file, the inquiring agency 

must confirm the hit with the entering agency. 

There may be some fields in Canadian messages that are unfamiliar to Nlets users. 

Below is a brief explanation of some of these fields: 

 

 

31.8. Vehicle File (VQ/VR) 
This information is provided by the Canadian host system – vehicle file. It will include a variety of 

records, some not normally available from their United States counterpart FBI/NCIC. 

Note the following important requirements for vehicle file transactions with Canada: 
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31.8.1. Vehicle File – Stolen (V or VEHICLE) 

The following are the different types of information that are available to United States 

users from the CPIC file: 

 Stolen 

 Observation 

 Crime 

 Abandoned 

 Pointer 

31.8.2. Vehicle File – Stolen 

This refers to a vehicle that has been stolen, or taken from its rightful owner by the 

commission of a crime (e.g., a vehicle purchased from a dealer under false pretenses). 

31.8.3. Vehicle File – Observation (OBSERVED) 

A vehicle under observation is on which is connected with criminal activities and may or 

may not be related to a specific individual. 

Note the following important requirements for vehicle file observation transactions with 

Canada: 

 

There may be instances where a silent hit occurs. This means that the agency that 

entered the record will be notified that you inquired on the record but you will receive a 

no hit message. In some instances the agency may contact you regarding the inquiry. 

31.8.4. Vehicle File – Crime (CRIME) 

Crime vehicles are those vehicles known to be connected to the commission of a crime 

(e.g., hit and run, murder, robbery, etc.). They are entered on the system by an agency 
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wishing to examine the vehicle for possible evidence, such as fingerprints, paint 

samples, blood stains, disguises, empty shells, etc. 

31.8.5. Vehicle File – Abandoned (ABAN of ABANDONED) 

This refers to a vehicle that comes into possession through abandonment, seizure 

(including seizure by bailiff), or impounding by other means. 

31.8.6. Vehicle File – Pointer (PNTRV or POINTERVEH) 

This refers to a vehicle record whose function is only to point to a prime record in the 

system. For example, an individual wanted for a specific offense is entered into the 

system as a wanted person. He/she is known to drive a particular vehicle. The vehicle’s 

particulars are entered on the system as a PNTRV record to point to the prime wanted 

person record should an inquiry be received concerning the vehicle only. 

31.8.7. Vehicle Query Requirements (VQ) 

For VIN inquiries, “CN” is the only allowed destination code. 

For LIC inquiries, a providence or territory destination code must be used. 

31.8.8. Vehicle Responses (VR) 

The inquirer will receive a response indicating either a hit or a no record from the CPIC 

vehicle file. All hit confirmations on vehicle (or any other hot file hits from Canada) must 

be handled as any other hits. That is, the inquiring agency will contact the entering 

agency just as they do with NCIC. 

31.9. Driver License Files (UQ/UR) 

Requests to Canada for driver license information must include name, date of birth, sex, reason 

code, and person/property in sight. 

The OLN field is optional on inquiries to Alberta, British Columbia, Quebec, and Ontario. If the OLN is 

not included in the inquiries to these provinces, the search of the driver license file will be by name 

and date of birth. If the OLN is included, the search of the driver license file for these four provinces 

will be by the OLN. 

For all other provinces and territories the OLN, as well as the other five fields, are required and the 

search of the driver license file will be by OLN. 

This inquiry will also result in a check of the person file located on the CPIC system. The search of 

the person file will be by name and date of birth. 

*Note – on all inquiries to Canada the user must include the reason code indicating the reason for 

the inquiry and the person/property in sight code indicating whether the person or property is in 

sight of the officer actually making or requesting the information. 
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31.9.1. Driver License File – Person File Access 

The inquiry generated from a UQ query to the CPIC person file will be by name and date 

of birth. It will be as though you sent a WQ to Canada. 

31.9.2. Driver License File Responses (UR/WR) 

There are two types of responses that will result from a UQ: 

 Person file response (WR) and 

 Province/territory response (UR) 

31.9.3. Driver License File – Person File (WR) 

Since a UQ generates an inquiry of the CPIC person file, the user will be receiving 

responses from the person file. 

The response will include suspended or prohibited driver status information for 

province/territories except British Columbia, who will provide the information from 

their own file. 

For those provinces that provide their own registration information, a message 

following a short line of asterisks will indicate that the query is being processed. 

Note the following important requirements for driver license file transactions with 

Canada: 

 

31.9.4. Driver License File – Province/Territory (UR) 

Only four provinces in Canada have automated driver license files. They are: 

 Quebec 

 Ontario 

 Alberta 

 British Columbia 
 

These four provinces also provide a search of either name and date of birth or OLN 

depending on whether the inquirer includes the OLN in their inquiry.  

When sending a driver license query (UQ) to an automated province, you will receive a 

person file check, which includes any notification of driver license prohibition, and a 

check of the province’s driver license file. 
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When sending a driver license query (UQ) to a non-automated province or territory, you 

will receive a person file check, which includes any notification of driver license 

prohibition, and a driver license response (UR) message indicating that the province is 

non-automated and, if information other than status is needed, to send an 

Administrative Message directly to the province/territory for a manual check. The 

message will also contain the address of the province/territory as well as a copy of the 

inquiry that was sent. 

Below is a list of the province/territories and the ORIs to which the manual requests 

should be forwarded: 

 

Retrieving driver license information from Canada and the various provinces and 

territories is no different than receiving the same type of information from states within 

the United States in that the response formats are not standardized or uniform. 

Different terminology is used, information is presented in different orders, date of birth 

is recorded differently, and status codes and license type varies among the various 

provinces and territories. 

Users may inquire into Canadian HELP files in order to gain insight and interpretation for 

codes, etc. as Nlets users do for various state information. 

31.10. Vehicle Registration Files (XQ/XR) 
This inquiry will result in a check of the province/territory registration file and CPICs vehicle file. The 

user may search on either license number or VIN.  

*Note - license year and license type are not used for Canadian vehicle registration inquiries. 
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A single vehicle registration query (XQ) may result in both vehicle registration responses from the 

province/territory files (XR) and CPIC vehicle file responses (VR).  

On all inquiries to Canada the user must include the reason code indicating the reason for the 

inquiry and the person/property insight code indicating whether the person or property is insight of 

the officer actually making or requesting the information. 

31.10.1. Vehicle File Access 

An inquiry generated from a vehicle registration query (XQ) will interrogate the CPIC 

vehicle file. It will be as though you sent a vehicle file query (VQ) to Canada. 

31.10.2. Vehicle Registration Files – Responses (XR/VR) 

There are two types of responses that will result from the XQ inquiry: 

 Vehicle file response (VR) 

 Province/territory response (XR) 

31.10.3. Vehicle File (VR) 

Since a VQ generates an inquiry of the CPIC vehicle file, the user will be receiving 

responses from the vehicle file. 

Note the following important requirements below for vehicle file transactions: 

 

31.10.4. Vehicle Registration Files – Province/Territory (XR) 

Only four provinces in Canada house their automated vehicle registration files: Quebec, 

Ontario, Alberta, and British Columbia. 

All other provincial and territorial vehicle registration files are automated by CPIC, thus 

the inquiries to these provinces or territories will result in automated responses from 

CPIC rather than the province or territory. 

When sending an XQ to a province or territory you will receive a vehicle check on the 

CPIC vehicle file and a vehicle registration check, either from CPIC or, for those four 

provinces named above, directly from their file. 
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For those provinces that provide their own registration information, a message 

following a short line of asterisks will indicate that the query is being processed. 

For those provinces that have their registration information on CPIC, the second part of 

the response will contain the registration information and will be separated from the 

wanted vehicle information by a short line of asterisks. 

*Note – there may be instances when the user sent an XQ and received only a VR. This is 

because CPIC held the file and returned a single response with both the hot file 

response as well as the registration information. 

The Canadian interface system will wait approximately 30 minutes for a response from 

the external registration system. If no responses are forthcoming the system will return 

a canned message to the querying agency, which states, “ABOVE PROVINCIAL RO/DL 

SYSTEM RESPONSE DELAYED AT THIS TIME. IF NO RESPONSE, PLEASE RETRY IN 30 

MINUTES.” 

Receiving vehicle registration information from Canada and the various provinces and 

territories is no different than receiving the same type of information from the states of 

the United States in that the response formats are not standardized or uniform. 

Different terminology is used, information is presented in different order, and status 

codes and license type varies among the various provinces and territories. 

Users may inquire into the Canadian HELP files in order to gain insight and 

interpretation for codes, etc. as Nlets users do today for various state information. 

31.11. Article File (CAQ/CAR) 

This information is provided by the CPIC file. There may also be occasions when the article record is 

associated with other records on the CPIC system. These will be returned as part of the initial 

response. 

Once the user has confirmed that the article is the correct article reported to be in question and the 

status of such article, as reported by the CPIC system, is current and correct, it can be impounded 

pending specific instructions from the Canadian agency that entered the article into the CPIC 

system. The locating agency may contact Washington INTERPOL for assistance regarding disposition 

of the article. 

On all inquiries to Canada the user must include the reason code indicating the reason for the 

inquiry and the person/property insight code indicating whether the person or property is insight of 

the officer actually making or requesting the information. 

31.11.1. Article File Query Requirements (CAQ) 

The following are the different types of information that are available to United States 

users from the CPIC file: 
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 Stolen 

 Lost or Missing 

 Recovered, Found, or Seized 

 Pawned or Loaned 
 

Pawned or loaned status is defined as follows, “items of property which have been 

accepted from individuals as collateral for loans, and for the purposes of the CPIC 

property file, articles obtained by direct purchase where there is reason to believe they 

may have been stolen.” 

The 2-character destination code will always be CN for article queries. 

The serial number must be a unique number and not simply a model, stock, style, or 

part number. Do not enter “UNKNOWN” in this field. 

*Note – if you type in more than 16 characters, the system only searches on the last 16 

characters, not the first 16 characters. 

31.11.2. Article File – Response (CAR) 

The user is responsible for confirming the article hit with the entering Canadian agency. 

The YQ message and format are to be used for confirming all hits on the article file. 

Article File Response – No Record: this occurs when no matching record was 

found in the Canadian file. 

Article File Response – Possible Hit: if a possible hit has been made on the 

Canadian article file, the user determines that the article matches the article 

described in the record. He/she must confirm that the record is still valid with 

the entering agency prior to taking any action. 

31.12. Gun File (CGQ/CGR) 

The CPIC file provides gun file information. There may also be occasions when the gun record is 

associated with other records on the CPIC system. These will be returned as part of the initial 

response. 

Each inquiry will interrogate both the stolen gun file as well as the Canadian gun registration file. 

The term “gun” means any barreled weapon that can discharge a bullet or other missile, or any 

imitation of such a weapon. Types of weapons include: 

 Revolver or pistol 

 Rifle 

 Shotgun 

 Flint/cap/matchlock muzzleloader 

 Automatic weapons (machine guns/pistols, etc.) 
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 Signal flare, rocket, or gas guns 

 Air guns (rifle or pistol) 
 

Once you have confirmed that the gun is the correct gun reported to be in question and the status 

of such gun, as reported by the CPIC system, is current and correct, it can be impounded pending 

specific instructions from the Canadian agency that entered the gun into the CPIC system. The 

locating agency may contact Washington INTERPOL for assistance regarding disposition of the gun. 

States must not programmatically generate inquiries to the Canadian gun file based on routine 

inquiries to their state stolen gun file of NCICs stolen gun file. 

On all inquiries to Canada the user must include the serial number, type, reason code indicating the 

reason for the inquiry and the person/property insight code indicating whether the person or 

property is insight of the officer actually making or requesting the information. 

 

31.12.1. Types of Gun Information Available 

The following are the different types of information that are available to United States users 

from the CPIC file: 

 Stolen 

 Lost or Missing 

 Recovered 

 Pawned or Loaned 
 

Pawned or loaned status is defined as, “guns which have been accepted from individuals as 

collateral for loans, and for purposes of the CPIC gun file, guns obtained by direct purchase 

where there is reason to believe they may have been stolen.” 

31.12.2. Gun File Query Requirements (CGQ) 

Only CN is allowed as a destination address for the CGQ message key. 

*Note – the serial number filed will accept 23 characters but only 11 characters are stored on 

the CPIC file. When inquiring with more than 11 characters, the CPIC system will search only on 

the last 11 characters submitted, not the first 11 characters. 

31.12.3. Gun File Response (CGR) 

The user is responsible for confirming the gun hit with the entering Canadian agency. The YQ 

message is to be used for confirming all hits on the gun file. 

31.12.3.1. Gun File Response – No Record 

This occurs when no matching record was found in the Canadian file. 
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31.12.3.2. Gun File Response – Possible Hit 

If a possible hit has been made on the Canadian gun file and the user 

determines that the gun matches the gun described in the record, he/she must 

confirm that the record is still valid with the entering agency prior to taking any 

action. 

31.12.4. Gun Registration File Questions 

For question on information received from the Canadian gun registration file, contact: 

 

31.13. Securities File (CSQ/CSR) 

This information is provided by the CPIC file. There may also be occasions when the securities record 

is associated with other records on the CPIC system. These will be returned as part of the initial 

response. 

Once you have confirmed that the security is the correct security reported to be in question and the 

status of such security, as reported by the CPIC system, is current and correct, it can be impounded 

pending specific instructions from the Canadian agency that entered the security into the CPIC 

system. The locating agency may contact Washington INTERPOL for assistance regarding disposition 

of the security. 

States must not programmatically generate inquiries to the Canadian securities file based on routine 

inquiries to their state stolen securities file or NCICs stolen securities file. 

On all inquiries to Canada the user must include the reason code indicating the reason for the 

inquiry and the person or property insight code indicating whether the person or property is insight 

of the officer actually making or requesting the information. 

31.13.1. Types of Securities Information Available 

The following are the different types of securities information that are available to 

United States users from the CPIC file: 

 Stolen 

 Lost or Missing 

 Pawned or Loaned 

 Counterfeit 

 Fraudulent and recovered securities such as bonds, currency, credit cards, IDs, 
traveler’s checks, and passports 
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There are ten different types of securities. Each are assigned a two-character type code: 

 

31.13.2. Securities File Query Requirements (CSQ) 

Queries may be made on four different combinations. 

The type field must be included on all inquiries; however, only certain types are allowed 

depending on what you are searching the file on. For example, for a query on “issuer” 

only type “ST” is permissible. 

Below is a list of various data elements for the query along with the allowable types 

shown in parentheses: 

 Serial number and type (all codes listed above) 

 Corporation name and type (SB, BD, MO, OT) 

 Issuer and type (ST) 

 Owner name and type (BD, ID, MO, PP, SB, VD, OT) 
 

The serial number, issuer, the corporation name, or the owner name along with the 

appropriate type are required as well as the reason code and person or property insight 

code. 

The destination code for all securities file queries is CN. 

*Note – the serial number field will accept 23 characters but on 16 characters are stored 

on the CPIC file. When inquiring with more than 16 characters, the CPIC system will 

search only on the last 16 characters submitted, not the first 16 characters. 
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31.13.3. Securities File Response (CSR) 

The user is responsible for confirming the security hit with the entering Canadian 

agency. 

31.13.3.1. Securities File Response – No Record 

This occurs when no matching record was found in the Canadian file. 

31.13.3.2. Securities File Response – Possible Hit 

If a possible hit has been made on the Canadian securities file and the user 

determines that the security matches the security described in the record 

he/she must confirm that the record is still valid with the entering Canadian 

agency prior to taking any action. 

31.14. Boat File (CBQ/CBR) 

This information is provided by the CPIC stolen boat file. If you need registration information send 

an administrative request to CPIC (ORI ON1000000) to affect a manual search.  

A boat is defined as “a watercraft, which may be a small open vessel, a large vessel or ship, propelled 

by oars, sails, or engines.”  

Users may also query the boat file for information on stolen motors. The inquiry is made by serial 

number with an optional type code. 

Once you have confirmed that the boat is the correct boat reported to be in question and the status 

of such boat, as reported by the CPIC system, is current and correct, it can be impounded pending 

specific instructions from the Canadian agency that entered the boat into the CPIC system. The 

locating agency may contact Washington INTERPOL for assistance regarding disposition of the boat. 

On all inquiries to Canada to user must include the reason code indicating the reason for the inquiry 

and the person or property insight code indicating whether the person or property is insight of the 

officer actually making or requesting the information. 

31.14.1. Types of Boat Information Available 

The following are the different types of information that are available to United States 

users from the CPIC file: 

 Stolen  

 Abandoned 

 Missing 

31.14.2. Boat File Query Requirements (CBQ) 

The two character destination code will be as follows: 

 For VIN inquiries only CN is allowed 

 For LIC inquiries, a providence or territory code must be used 
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At least one of the four key fields must be included in the inquiry (LIC/BHN/REG/NAM). 

When an inquiry is made on any of the four key fields, Canada will search all four 

indices. For example, if the query is on LIC/1234 and there is a boat hull number of 1234 

it will be returned. The Canadian system does not this to compensate for human error in 

recognizing which field is which. 

Canada uses the prefix “HIN” for the hull number whereas the United States uses 

“BHN.” They are synonymous. 

31.14.3. Boat File Responses (CBR) 

The user is responsible for confirming the boat hit with the entering Canadian agency. 

The YQ message is to be used for confirming all hits on the boat file. 

31.14.3.1. Boat File Response – No Record 

This occurs when no matching record was found in the Canadian file. 

31.14.3.2. Boat File Response – Possible Hit 

If a possible hit has been made on the Canadian boat file, the user determines 

whether the boat matches the boat described in the record. He/she must 

confirm that the record is still valid with the entering agency prior to taking any 

action. 

31.15. Criminal History File (IQ/IR, FQ/FR, AQ/AR) 
The process for accessing Canadian criminal history records from the RCMP is the same as accessing 

criminal history records in the United States. There are a few differences in the formats: 

 Canada’s unique number assigned to an individual based on fingerprints is the FPS number 

 Canada has an optional field to access additional records when multiple hit on name 
inquiries are received 

 The destination is always CN 
 

Only agencies that are allowed access to the Triple I file are allowed access to the Canadian criminal 

history file. 

The Identification Data Bank at the Canadian Police Information Centre (CPIC) contains two 

categories of criminal record data, which may be queried by U.S. agencies: 

 Criminal Name Index – contains an index of name and identity information on one or more 
individuals. 

 Full Criminal Record – contains conviction history, a summary of police-related information, 
and a list of police agencies who have contributed information to the subject’s criminal 
record. 
 

If you have questions about the accuracy or timeliness of the information in a criminal record file, 

contact the RCMP Records Compilation Section at ORI ON1007100. 
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31.15.1. Criminal Name Index Query (IQ) 

The IQ is utilized when the agency does not have the FPS Canadian identification 

number. *Note- the FBS number is Canada’s version of the FBI number. It is a unique 

number assigned to each criminal record and backed up by fingerprints. 

Responses to this type of inquiry will provide personal identification information of one 

or multiple individuals. Normally, CPIC will return the three records that achieved the 

highest score. 

The user will have the option of retrieving additional records using the Request 

Additional Records (RAR) optional field on a subsequent request. 

The user may also request that more than three records be returned on the initial query 

by including the RAR field in the initial query with the number of records (up to 10) the 

user wishes to see. 

Once the identification record(s) have been returned it is at the option of the inquirer to 

select the individual the user is interested in and submit an FQ in order to retrieve the 

full criminal record on that subject. This works very much like NCICs QH/QR or Nlets 

interstate IQ/FQ procedures. 

31.15.2. Criminal Name Index Response (IR) 

When the user queries the CPIC criminal history file by name he/she will receive identity 

information only. There is no manual intervention on this response from CPIC. 

If the inquiry was by FPS number a full criminal record may be returned. Full criminal 

records will be reviewed by the RCMP Identification Service prior to transmission to the 

inquirer. 

31.15.2.1. Criminal Name Index Response – No Record 

This occurs when no match is found on either the name or the FPS number. 

31.15.2.2. Positive Response Based on Name Query 

This response is based on an inquiry by name and date of birth. It provides 

identity information on the subject and an FPS number. 

If the user wishes to access the full criminal record he/she must submit the FPS 

number using the FQ message. If there are more than three identification 

records that match the name inquiry only the three highest scoring records will 

be returned.  

31.15.3. Full Criminal Record Query (FQ) 

The full record query is used to obtain a full criminal record when the FPS is known. 
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This query will check the CPIC criminal history file and return all criminal history records 

that match the FPS number. 

31.15.4. Full Criminal Record Response (FR) 

This record may be returned when the user submits an FPS number. All criminal record 

information in the CPIC file will be returned, with the exception of that information not 

authorized to be sent internationally. 

Because the RCMP Identification Service must review all records prior to sending them 

internationally, users may receive an interim message notifying them that they have 

realized a hit and it is being verified by the RCMP Identification Service Directorate. 

The criminal record is laid out in three columns: 

 The first column has the date in CCYY-MM-DD format and has the place of the 
incident. 

 The second column has the charges. 

 The third column has the disposition. 

31.15.5. Non-Retrievable Criminal History Record 

The RCMP has some unique dissemination requirements for records transmitted 

internationally; therefore, it is possible to retrieve a valid identity record, request the 

full record using the FPS number, and receive a message that state the record matching 

the FPS number submitted contains only information that cannot be disseminated 

outside of Canada. 

31.15.6. Supplemental Criminal History Query/Response (AQ/AR) 

The AQ format is not accepted by Canada. All information is provided on the initial FQ. 

31.16. Administrative Messages 

Nlets users may direct Administrative Messages to up to five destinations on the CPIC network.  

Administrative Messages must include the reason for the request and the name of the requestor. 

31.16.1. General Administrative Messages 

These messages will generally be for investigative reasons of a broad nature to request 

driver license information from non-automated provinces or to send broadcast 

messages of international interest. These messages are reviewed by the U.S. National 

Central Bureau of INTERPOL in Washington D.C. 

Each message must contain the reason for the request and the name of the requestor. If 

an address is unknown, ORION may be used to obtain the Canadian address code. 
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To broadcast an Administrative Message, it must be addressed to CN for a country-wide 

broadcast.  Only narrative messages dealing with urgent operational police matters will 

be considered for country-wide broadcast in Canada. 

Canada does not have a facility for broadcasting messages to individual provinces; 

therefore, messages to two character provinces or territories should not be sent. These 

will be reviewed by INTERPOL in the U.S. prior to forwarding to Canada. 

31.16.2. Accessing Non-Automated Driver License Information 

Driver license information may be accessed by name, date of birth, and sex from the six 

provinces and two territories that do not provide automated responses by name and 

date of birth. This non-automated information must be requested using an 

Administrative Message. 

31.17. ORION 

Canada has added records for their agencies to the Nlets ORION file. You may access it in the same 

manner as you would a U.S. agency using the two character codes for the province or territories as 

the destination. 

All Canadian ORIs are seven characters but two zeros are added to the end to make them nine 

character ORIs. 

31.18. HELP Files 

There have been several HELP files assigned to Canada to assist the users in accessing this interface. 

The user should recognize that the RCMP supports many of the files that are accessible through the 

interface thus there will only be a single HELP file for these. 

There will be a HELP file for each province and territory for driver license and vehicle registration 

information, however. 

Each province and territory in Canada has the following HELP files: 

 xxLICHELP 

 xxOLNHELP 
xx = province/territory code 

Single HELP file records exist for the following information: 
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31.19. Examples 

Example 1: Person file query to Canada: 

 

Example 2: Person file response from Canada: 
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Example 3: Vehicle file query to Canada: 
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Example 4: Vehicle file response from Canada: 

 

Example 5: Driver license file query to Canada: 

 

Example 6: Driver license file response from Canada: 
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Example 7: Vehicle registration file query to Canada: 

 

Example 8: Vehicle registration file response from Canada: 

 

Example 9: Article file query to Canada: 

 

Example 10: Article file response from Canada: 

 

(continued next page) 
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Example 11: Gun file query to Canada: 
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Example 12: Gun file response from Canada: 

 

(Continued next page) 
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Example 13: Securities file query to Canada: 

 

Example 14: Securities file response from Canada: 
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Example 15: Boat file query to Canada: 
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Example 16: Boat file response from Canada: 

 

Example 17: Criminal name index query to Canada: 
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Example 18: Criminal name index response from Canada: 

 

Example 19: Full criminal record query to Canada: 
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Example 20: Full criminal record response from Canada: 

 

32.     Communicating with Mexico (DQ/DR, RQ/RR) 
This section describes Nlets user access to Mexican Commercial Driver License (DQ/DR) and Commercial 

License Plate records (RQ/RR). 

Effective November 21, 1991 the United States recognized the commercial driver license issued by the 

Secretaria de Comunicaciones y Transportes (SCT), the Licencia Federal de Conductor, as being 

comparable to a U.S. issued commercial driver license (CDL). 

U.S. enforcement officers can encounter Mexican drivers with a licencia federal legally operating a 

commercial motor vehicle in the U.S., as Mexican for-hire carriers can legally operate from Mexico 

through the U.S. to a destination in Canada. 

Though rare, such movements are legal because the carrier is not engaged in commerce in the U.S., and 

thus does not need U.S. operating authority issued by the U.S. Department of Transportation (US DOT), 

Federal Motor Carrier Safety Administration (FMCSA). Such operations do need to comply with all safety 

and other requirements (i.e., driver licensing, fuel taxes, registration taxes, vehicle safety, etc. 

In addition, Mexican based (domiciled) private carriers, principally owned by a U.S. investor, may obtain 

operating authority from the FMCSA to operate anywhere in the United States. 
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There are a number of companies which claim this is their ownership status and have obtained this type 

of operating authority. Although they may legally operate anywhere in the U.S., these carriers are 

restricted to hauling private carriage (their own products). It is also possible for a Mexican domiciled 

company to get similar authority for hauling exempt commodities (basically agricultural). All such 

Mexican companies can use Mexican drivers with a licensia federal issued by the SCT to operate their 

commercial vehicles in the United States. 

32.1. Mexican Commercial Driver License 

The Licensia Federal Information System (LIFIS) responds to Nlets users driver license queries (DQ) 

regardless of the type of ORI assigned to them (e.g., FBI, Nlets). 

Users can inquire to LIFIS to obtain license and status information about federally issued Mexican 

commercial driver licenses just as such driver license queries can be made to U.S. state driver license 

files for any U.S. issued license. 

A license status inquiry to LIFIS is made by addressing a driver license query (DQ) message to the 

destination address “MX.” At this time the LIFIS application only supports requests using the 

operator license number (OLN). Name and date of birth inquiries are not supported but are 

expected to be in the future. 

On inquiries, the current version of the Licensia Federal Information System (LIFIS) requires the 

driver license inquiry message (DQ) to include the class(es) shown on the document at the end of 

the OLN field. 

32.2. HELP Files 

The LIFIS provides a variety of help or support functions. These are grouped into three categories: 

 Automatic application diagnostic responses 

 Online request-able HELP files, and 

 Person-to-person help 

32.2.1. Automatic Diagnostic Responses/Error Messages 

There are a large number of analysis filters built into the LIFIS system. They assist users 

by identifying, in detail, whether the inquiry information may have been entered 

incorrectly, and if so, what the user should double check. 

*Note – See page 185 for a list of automatic diagnostics and a list of test driver license 

numbers. 

32.2.2. Online HELP files 

Users may access the standard HELP file Nlets has always supported for providing 

explanatory or supplementary information provided by the application.  It will cover 

highlights of Mexican federal commercial driver licenses and the Licensia Federal 

Information System (LIFIS). 
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The HELP file is accessed by sending an Administrative Message to: MXOLNHELP. 

Also, the LIFIS application supports a number of detailed application-specific HELP files. 

All of these are obtained by sending a driver license query (DQ) to the LIFIS with the 

correct OLN identifying which HELP file the user want to receive as a response. This is 

done by sending a DQ addressed to MX. In the OLN field place one of the following 

values: 

 

32.2.3. Person-to-Person HELP 

A toll-free number is supported by the designated Federal Motor Carrier Safety 

Administration (FMCSA) provider, TML Information Services, for answering questions 

regarding responses provided by LIFIS. 

The number for LIFIS data questions is: 800-743-7891. 

If you are calling during the day the phone will be answered by an automated response 

unit. The correct menu selection is #5. This toll-free number may also be used to report 

requests for improvements, revisions, etc. 

Decisions on changes, upgrades, etc. will primarily be made at the FMCSA headquarters 

offices in Washington, D.C. Users are encouraged to identify problems, difficulties, 

recommended improvements, etc. 

The LIFIS contains both an identification of which version of LIFIS is responding to each 

inquiry and a message reference number. Thus, any user who does not understand a 

response received or has a suggestion for a change in the data received, can use the 

LIFIS version number and message number as part of explaining what response they 

received. 

32.3. Driver License Query Requirements 

To send a driver license query (DQ) to the Mexican LIFIS application the following entries are 

required: 

 Destination code “MX” 

 License number from the license document – must always include the alphabetic characters, 
which are the beginning of the license number 

 All information is provided in English 
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In the near future there are plans to begin supporting a driver history (KQ) capability. Initially this 

will be for convictions that result from citations issued by U.S. enforcement while the driver was 

operating in the United States. This capability to respond to a KQ query was expected to begin initial 

operations sometime in 2000.  

32.4. Test Driver License Number and Category Values 

*Note – these test OLN values must be entered exactly or an error message likely will be received in 

response instead of the expected illustrative results. 

32.4.1. Test Driver License Number Responses 

The responses to these test driver license numbers demonstrates what the user will 

receive in response to an inquiry about a license number that conform to all of the rules: 
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32.4.2. Error Messages 

Version 2.2 of LIFIS has seven possible error details explaining specific problems that 

could occur with the driver license number that was entered. The appropriate 

explanatory detail would be received in the section of the error message labeled as 

‘Error Details.’ 
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The error response messages are numbered consecutively, 21-27 as follows: 

 

The responses to these test records demonstrate the analysis information the user will 

receive in response to a license number that does not conform to all of the rules for the 

interim LIFIS: 
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32.5. Mexico Commercial License Plate File 
The Mexico commercial license plate file is housed in Mexico City and is provided to Nlets through 

the Federal Motor Carriers Safety Administration’s (FMCSA) connection in New York. All commercial 

vehicles in Mexico that cross Mexican state boundaries and into the United States are required to be 

federally registered and included in this file. If the vehicle is commercial and you receive a “not on 

file” response, it is not registered and is in violation of U.S. DOT operating authority. Queries can be 

run by license plate only. 

More information may be obtained by contacting TML Information Services 800-743-7891 then 

select #5 for Mexico check services via Nlets. This file has been available for many years so it is very 

possible that your message switch may already be prepared to send RQs to destination MX. 

The following records can be used for testing: 

 LIC/014DD1 LIY/2002 LIT/PC 

 LIC/AA3649 LIY/2011 LIT/PC 
 

MX responds to an RQ only on federal license plate registration (interstate CMV). Mexican state 

issued license plates are not in the database; therefore, any query to a Mexican state credential will 

result in a negative response. 
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If an MX RQ results in a “not on file,” the vehicle is not registered in Mexico and is in violation of U.S. 

DOT operating authority. 

The following are possible license plate status codes: 

 Assigned (only positive status) 

 Available 

 Cancelled 

 Stolen or Lost 

 Withdrawal per rule 

 Damaged 

 Withdrawal notice 

 Withdrawal impounded 

 Not received 

 Withdrawal exchanged 

 Without decal 

 Incomplete data entry 

 Preventative seizure 

 Missing 

 Withdrawal new name 

 Under inspection 
 

The following are possible registrant status codes: 

 Registered 

 Withdrawn 

 Suspended 

 Bankrupt 

 Withdrawn/merger 

 Under investigation 

32.6. Examples 

Example 1: Driver license query to Mexico: 

 

Example 2: 

Driver license response from Mexico: 
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Example 3: Commercial license plate query to Mexico: 

 

Example 4: Commercial license plate response from Mexico: 

 

33.      Amber Alert (AA) 
To send a message to more than one state, enter multiple state codes. A message may be sent to a 

maximum of five destinations. Each terminal designated as a destination in the input message receives a 

message with a single ORI. 

33.1. Example 

Example 1: Amber Alert message received by a user: 
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34.      INTERPOL Transactions (IPQ/IPR, FPQ/FPR, IVQ/IVR, FVQ/FVR, ITQ/ITR,    

FTQ/FTR) 
Access to INTERPOL records via Nlets provides information on international wanted persons, stolen 

vehicles, and stolen travel documents. 

34.1. Message Keys 

Inquiries to INTERPOL include: 

 IPQ – Wanted Person Query 

 FPQ – Wanted Person Query – Full Report 

 IVQ – Stolen Vehicle Query 

 FVQ – Stolen Vehicle Query – Full Report 

 ITQ – Stolen Travel Document Query 

 FTQ – Stolen Travel Document Query – Full Report 
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All transactions to INTERPOL must have a destination of “IP.” 

34.2. HELP File 

Nlets does not provide an automated HELP file for INTERPOL transactions. Questions regarding 

INTERPOL queries should be directed to: 

 INTERPOL headquarters offices via phone at 202-616-3900 or 

 INTERPOL headquarters offices via Administrative Message to DCINTER00 or 

 Nlets control center at 800-528-4020 
 

More information on INTERPOL along with test records can be obtained by sending an 

Administrative Message to IPADMHELP. 

34.3. Examples 

Example 1: Wanted person query: 

 

Example 2: Wanted person response: 

 

Example 3: Wanted person query – full report: 

 

Example 4: Wanted person response – full report: 
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Example 5: Stolen vehicle query: 

 

Example 6: Stolen vehicle response: 

 

Example 7: Stolen vehicle query – full report: 

 

Example 8: Stolen vehicle response – full report: 
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Example 9: Stolen travel document query: 

 

Example 10: Stolen travel document response: 

 

Example 11: Stolen travel document query – full report: 

 

Example 12: Stolen travel document response – full report: 
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35.      International Fuel Tax Association (IFTA) (FQC/FRC) 

35.1. Overview 

The purpose of the International Fuel Tax Association (IFTA) transaction is to identify companies 

severely delinquent in paying their fuel taxes. The inquiry will search the IFTA database and return 

exact matches based upon the Federal Identification Number. 

This resource enables access to real-time data to Nlets members responsible for roadside 

enforcement of fuel tax laws. All information obtained via the Nlets system may be used only for 

criminal justice purposes. Improper use could result in suspension or complete termination of Nlets 

access. 

This section describes how agencies my query a record in the IFTA database through Nlets. The 

inquiry (FQC) will search for revoked carriers and return exact matches on the Federal Identification 

Number. 

There may be multiple responses if more than one state or province has entered a company onto 

the file. When a hit is made the system will access the contact information for the state or province 

that entered the record and insert the contact information into the response (FRC) as listed below: 
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35.2. Assuring the Integrity of the File 

There is an IFTA Commissioner in each state that will be responsible for his/her states data on the 

file. The IFTA Commissioner will decide who can enter records within the state or province and will 

sign agreements and determine who will be in the contact file. They are also responsible for 

validation of the file. 

35.3. Assignment of ORIs 

Only law enforcement, criminal justice, or “S” ORIs with an “IFT” in the 3rd, 4th, and 5th character can 

access the file. Nlets will assign “S” ORIs to all IFTA users. Non-criminal justice users that have been 

assigned an NCIC ORI may NOT access the IFTA file. They must use an Nlets assigned “S” ORI. These 

ORIs must be in ORION. 

35.4. HELP File 

Information on IFTA along with a test record can be obtained by sending an Administrative Message 

to FTADMHELP. Additional information on the International Fuel Tax Association can be found at 

http://www.iftach.org 

35.5. Examples 

Example 1: IFTA query by organization: 

 

Example 2: IFTA positive response: 

 

Example 3: IFTA negative response: 

 

 

http://www.iftach.org/
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36.      State Warrant Transactions (SWQ/SWR) 

36.1. Overview 
The purpose of the state warrant transaction is to request state warrant information on a subject. A 

uniform service interaction profile for wanted persons, which will include less than felony warrants, 

is the goal while incorporating these models/capabilities into technical specs for broad adoption 

among all of the states. Records may be requested using any of the following indices: 

 Name and Date of Birth 

 FBI Number 

 Social Security Number 

 Miscellaneous Number 

 Operator License Number 
 

Only one set may be used per inquiry. In other words, if an inquiry is made on the social security 

number, the user cannot include other fields in the inquiry. Sex and race are optional fields for each 

query. 

While no one questions the power of NCIC’s warrant file, not all warrants are centrally located 

there.  Many warrants reside only at the state level.  Using this Nlets capability, officers gain access 

to all state warrants across state lines, including those not entered into NCIC. All felony and 

misdemeanor warrants held at the state level will be returned to the officer. This information will 

increase officer safety and provide critical information for investigators.   

36.2. HELP File 

To obtain explanatory or supplementary information on a state’s warrant file, a user may send an 

Administrative Message to xxSWQHELP, where xx = the 2-character state code. 

A user may obtain a list of states participating in state warrant transactions by sending an 

Administrative Message to NLSWQHELP. 

36.3. Examples 

Example 1: State warrant query by name and date of birth: 

 

Example 2: State warrant query by FBI number: 
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Example 3: State warrant query by miscellaneous number: 

 

Example 4: State warrant query by social security number: 

 

Example 5: State warrant query by driver license number: 

 

Example 6: State warrant response: 
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37.      LEO Flying Armed Transactions 

37.1. Overview 
Effective November 15, 2008, for state and local law enforcement officers to fly armed the 

employing agency must send and Administrative Message to the Federal Air Marshal Service. A 

receipt with a unique alphanumeric identifier will be returned from TSA to the employing agency. 

This identifier shall then be verified at the airport on the day of travel. In addition to the unique 

alphanumeric identifier, the officer must present the Nlets message to the TSA agent. 

Failure to provide the unique alphanumeric identifier may result in delays due to the additional 

verification requirements. 

37.2. Questions 

If you have questions or comments regarding the law enforcement officer flying armed program, 

please contact the Federal Air Marshal Service, Office of Flight Operations, Liaison Division at 

leofa@dhs.gov or via telephone at 703-487-3100. 

Robert S. Bray is the Assistant Administrator of the Office of Law Enforcement and the Director of 

the Federal Air Marshal Service. 

37.3. HELP Files 
To obtain a copy of the LEO Flying Armed HELP file send an Administrative Message to the 

destination NLFLYHELP. 

37.4. Examples 

Example 1: Sample agency message to TSA: 

 

Example 2: TSA response message: 

mailto:leofa@dhs.gov
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38.      National Center for Missing and Exploited Children 

38.1. Overview 

The United States Congress passed The Missing Children’s Assistance Act in 1984 and then in 1990 

the National Child Search Assistance Act (42 USC §§ 5771), thus establishing a national 

clearinghouse of information about missing and exploited children. 

This clearinghouse was named the National Center for Missing and Exploited Children (NCMEC). A 

private, non-profit organization, NCMEC acts as a resource for searching parents and law 

enforcement professionals in their efforts to find and recover missing and abducted children. 

NCMEC also disseminates information to raise public awareness regarding the issues of child 

molestation, victimization, and sexual exploitation. 

The NCMEC staff, many of them retired law enforcement personnel, provide the following types of 

services: 

 24 hour toll-free Hotline/Cyber Tip line (800-THE-LOST or 800-843-5678 or 
http://www.cybertipline.com) to accept reports of missing children as well as lead 
information on missing and sexually exploited children 

 Photograph and poster preparation and distribution 

 Age enhancement, facial reconstruction, and imaging/identification services 

 Technical case assistance 

 Educational materials and publications 

 An internet website http://missingkids.com 
 

In addition, as the national clearinghouse for missing children leads and sightings, NCMEC 

disseminates this information to state missing children’s clearinghouses and to the appropriate 

investigation agencies on a daily basis. NCMEC has a special interest site in the FBIs Law 

http://www.cybertipline.com/
http://missingkids.com/
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Enforcement Online (LEO) where law enforcement oriented information about NCMECs resources 

and training classes offered are available. 

NCMECs international division assists parents and law enforcement personnel that are seeking help 

in preventing or resolving international child abductions. 

NCMECs Exploited Children’s Unit can provide technical assistance about child pornography, non-

family sexual exploitation, Internet related, child prostitution, and sex tourism cases. The unit works 

with federal law enforcement agencies by collecting and disseminating leads in these types of cases. 

38.2. Technical Assistance 

For technical assistance or additional information, law enforcement officers may contact: 

 

38.3. NCMEC Website 

Please visit NCMECs website at http://www.missingkids.com to learn more about NCMEC. 

39.      Access to Social Security Information 

39.1. Overview 

The Office of Investigation (OI) of the Office of the Inspector General (OIG), Department of Health 

and Human Services (HHS) has offered to provide assistance in verifying the validity of social security 

numbers. They and the Social Security Administration are adamant in their resolve to protect and 

preserve the confidentiality of social security account number information; therefore, the HHS 

Inspector General’s offices will verify social security numbers only under special and very particular 

circumstances. 

The OIG is responsible for the following: 

 Investigating violations of social security law 

 Defending against the unauthorized use of another’s social security number 

 The obtaining of a number based on false information 

 The counterfeiting of social security cards 
 

Should any of the Nlets members, in the course of their own investigations, become aware of any of 

the above described violations, they may contact the appropriate HHS-OIG-OI office to report it. 

Subsequent actions, such as entry into a joint investigation, will depend on the facts and 

circumstances of the individual case. Assuming that these conditions are met they can provide the 

following information: 

http://www.missingkids.com/
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 Nlets users may provide a social security number to one of the regional offices and they will 
verify if the number is valid 

 Nlets users may provide a social security number and name and they will tell you if the 
number matches the name 
 

This information is not available online nor are there terminals at the various HHS offices. The list 

that follows provides offices, contacts, and phone/FAX numbers. Users should address their request 

to the appropriate officer for their locale. 

39.2. Office of Investigations Regional Offices 
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40.      Alarm Exchange Transactions (ALQ/ALR) 

40.1. Overview 

The purpose of the alarm exchange transaction is to help provide a standard message key for 

electronically transmitting information between an alarm monitoring company and a Public Safety 

Answering Point (PSAP). There are three primary uses for this transaction: 

 Initial notification of an alarm event 

 Bi-directional update of status between an alarm monitoring company and the PSAP 

 Bi-directional update of other events between an alarm monitoring company and a PSAP 
 

This message key and its schema/format are endorsed by the Central Station Alarm Association 

(CSAA) as the standard for data exchange between alarm monitoring stations and PSAPs. 

40.2. HELP Files 

There currently is no HELP file for the alarm exchange transaction. 
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41.      Law Enforcement Information Sharing Services (LEISS) 

41.1. Overview 
The purpose of the Law Enforcement Information Sharing Service (LEISS) is to facilitate the sharing 

of information from Immigration and Customs Enforcement (ICE) Pattern Analysis and Collection 

Core (ICEPIC) System databases with federal, state, and local law enforcement agencies. Improper 

use could result in suspension of complete termination of Nlets access. 

41.2. LEISS General Purpose Message Key 
A LEISS query transaction searches ICEPIC for person subjects to return complete biographic and 

biometric data on the subject. The information may be used for the following purposes: 

 Assist with investigations 

 Notify requesting officials of past criminal behavior 

 Validate person subject key biographic and biometric information 

41.3. Data Elements 

Queries must contain person information, location information, a telephone number, or an 

identifier – only one from each type may be included. A successful query results in summary 

information (i.e., names, addresses, and dates of birth) that includes a unique identifier referred to 

as a Data Item ID. This ID can be used on a secondary search to retrieve more detailed information. 

*Note – adding additional elements to a search request does not have the usual outcome of 

narrowing or constraining the set of returned elements, rather, it could have the opposite effect of 

increasing the number of results returned. This is because the results are not coming directly from 

an operational relational database, nor a data warehouse, but actually from data results provided by 

a sophisticated tool that collects, analyzes, and resolves the data. 

41.4. Responses 

A structured search request returns summarized information about matching items, each of which 

includes a Data Item ID that can be used to initiate a retrieval of detailed information. This ID should 

be used in order to request details about the person subject. 

Responses include information retrieved from ICEPIC, which consists of the biographical and 

biometric information obtained from individuals during DHS enforcement encounters or provided by 

individuals when applying for U.S. Immigration benefits or admission to the U.S.  

Biographical data includes name, aliases, date of birth, phone numbers, addresses, and nationality. 

Biometric data includes fingerprints and photographs. 

Prior law enforcement encounter information consists of data related to an individual’s case, 

including immigration history, alien registration information, and other identification or record 

numbers. 
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41.4.1. Search Results 

If matches to the search data are found the system will return any available information 

related to a person subject. The table below shows the possible types of information 

that may appear in search results: 
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41.4.2. Search Results Example 

This table is a sample of the text that a user would receive back from a LEISS query: 

 

41.4.3. Negative Responses 

Any search request that fails to meet the search criteria requirements will cause a 

response message to be returned containing text that indicates the search criteria are 

not valid. 

Any data item request that contains an incorrectly formatted Data Item ID will cause a 

response message to include text that describes the Data Item ID format requirements. 

*Note – Data Item IDs should not be stored for reuse later because they can become 

stale, meaning that new information arrived after the search/Date Item ID creation and 

that the results possibly changed. If a stale Date Item ID were submitted, a response will 

be received indicating that the ID is no longer valid. In such cases, obtain a new ID by re-

running the search and then using the Data Item ID returned in the new search. In 

practice, stale IDs should occur rarely and would typically result only if the client system 

were to store Data Item IDs between the time of an initial search and submittal of the 

IDs for details. 
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Incorrect spelling may cause the query to result in zero results. If you zero results are 

obtained from a search, check the spelling of a person subject’s name to ensure that it is 

correct. 

41.5. Examples 

Example 1: LEISS query by name: 

 

Example 2: LEISS query by location: 

 

Example 3: LEISS query by telephone number: 

 

Example 4: LEISS response: 
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42.       LoJack Transactions (LE/LR) 

42.1. Overview 
All information about LoJack has been provided to Nlets by LoJack. More information about LoJack 

can be found on their website: http://www.lojack.com 

LoJack is a stolen vehicle recovery system currently operational in 26 states. The LoJack system 

components include computer systems interfaced to law enforcement agencies in such a way that 

the entry of a stolen vehicle report by law enforcement will result in the activation of a LoJack unit 

in the stolen vehicle so the police can quickly find/recover the stolen vehicle. 

When the stolen vehicle is activated, police vehicles equipped with LoJack tracking devices receive 

signal strength, direction, and a five character reply code from the stolen vehicle. When the police 

query on the five character reply code the law enforcement system returns the stolen vehicle report 

so they can identify and recover the vehicle in question. When the stolen vehicle report is canceled 

or cleared the stolen vehicle signal is automatically deactivated. 

The destination for a LoJack transaction is “LJ.” 

The LoJack system requires a feed of NCIC vehicle file data from the participating state. This data is 

matched against a database of LoJack equipped vehicles. When there is a match by VIN the LoJack 

system responds to the entering agency with LoJack information and queries NCIC to determine the 

stolen/not stolen status. 

In order to meet the NCIC requirements regarding secondary dissemination and still provide the 

stolen vehicle information needed for officer safety, the participating state will need to query NCIC 

and provide the NCIC response to the originator after the VIN and LoJack status is determined. 

42.2. LoJack Transactions 

 

The LoJack system will respond to each “LE” or “LQ” message with an “LR” response regardless if the 

vehicle is a LoJack vehicle or not. 

http://www.lojack.com/
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If the VIN matches a LoJack vehicle, there are two responses. The first says that NCIC is being 

queried and the second returns the NCIC result. 

Records that match LoJack vehicles are used to activate or deactivate the LoJack unit in the stolen 

vehicle. The state system can validate the stolen vehicle file record and then send a message to 

LoJack or wait for an NCIC acknowledgement before sending the record to the LoJack system. 

When entering a stolen vehicle, the state needs to send a VIN, VMA, VYR. This information is needed 

to activate or deactivate the associated LoJack unit. The LoJack system will query NCIC by VIN. The 

response is used to determine that the VIN is stolen in NCIC and to populate a NIC field to use in the 

locate, cancel, or clear transaction. 

States need to send all locate, cancel, and clear transactions to the LoJack system so it can 

deactivate the associated LoJack unit(s). The LoJack system will query NCIC by VIN and determine 

that the VIN is no longer stolen in NCIC. 

42.3. Query, Check, and Quiet Reply Codes 

42.3.1. Query 

Query uses the word “REPLY” in the LoJack message. When a police officer in a LoJack 

equipped police vehicle picks up a stolen vehicle signal it displays a unique number on 

the screen. A query on this reply code returns the stolen vehicle information from NCIC 

and the LoJack system send a speed-up message to the stolen vehicle for easier 

tracking. 

42.3.2. Check 

Sometimes a vehicle is stolen before the LoJack information is in the LoJack database. 

The easiest solution is for LoJack to add the information to the LoJack database with an 

emergency update. LoJack would provide the reply code to a police agency. Then the 

police can run the reply code as a “CHECK,” which causes the unit in the vehicle to 

activate if the record is a stolen vehicle in NCIC.  

42.3.3. Quiet 

Sometimes the police want to turn the LoJack signal off even though the vehicle is still 

entered as stolen. A “QUIET” command was developed for surveillance and is used by 

police in many jurisdictions. This function should be limited to a few agencies/stations    

(e.g., specialized auto theft squads who would organize surveillance). The function 

should not be available to all departments, as a mistake would cause the deactivation of 

a stolen vehicle transmitter. 

42.4. HELP File 

There currently is no HELP file for LoJack transactions. 
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42.5. Examples 

Example 1: Entry message (EV) sent to LoJack: 

 

Example 2: Response from LoJack on an entry message: 

 

Example 3: Modify (MV) message sent to LoJack: 

 

Example 4: Modify response from LoJack: 

 

Example 5: Confirmation of stolen vehicle response from LoJack: 
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Example 6: Locate (LV) message sent to LoJack: 

 

Example 7: Cancel (XV) message sent to LoJack: 

 

Example 8: Clear (CV) message sent to LoJack: 

 

Example 9: A deactivate response sent from LoJack: 
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Example 10: Query message sent to LoJack: 

 

Example 11: A reply response from LoJack: 

 

Example 12: Check message sent to LoJack: 

 

Example 13: Quiet message sent to LoJack: 

 

 

 

 

 

 

 

 

 

 

 


